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EXECUTIVE SUMMARY

INTRODUCTION AND OVERVIEW

Recently operations in Afghanistan and Iraq have demonstrated the growing complexity and
emergent nature of decision making within the modern battlespace. The asymmetric nature of the
adversary, the merging of high intensity combat with stability and security operations (SASO),
the desire to employ both maneuver and a range of both lethal and non-lethal effects to achieve
specific outcomes, and the involvement of both Joint and coalition forces each contribute to this
trend. No longer are military operations simply a matter of optimizing the application of combat
power against a traditional array of enemy forces or installations. Rather, military planning and
decision making is more concerned with achieving the right effects against an adversary’s
centers of gravity while avoiding unanticipated negative consequences that might arise when
military actions are not carefully coordinated with other aspects of the operation. At the same
time, military decision makers now have access to an almost overwhelming amount of
information —either from battlespace sensors and reporting systems or by means of networked
reach back via the Global Information Grid (GIG). Yet, the capacity of the military staffs to
process and transform this information into actionable knowledge for the commander is both
limited and subject to a variety of obstacles and impediments. It is in this context that the
attention of military analysts has recently turned to the study of sensemaking—the ability of a
commander and his staff to “make sense” out of an evolving situation and to develop a shared

framework for intelligence decision making.

Sensemaking within a military context can be defined as the multidimensional process of
developing operational understanding within a complex and evolving battlespace. Cognitively, it
can be seen as the process of collecting, filtering, interpreting, framing, and organizing available
information into actionable knowledge for command decision making. Operationally, it can be
seen as an active and dynamic process in which the commander is attempting to construct and
impose a specific intent or reality against a reactive adversary. Socially, it can be seen as the
process of reconciling and integrating multiple stakeholder perspectives into a common
operational vision that is driven by command intent. Organizationally, it can be seen as the
process of building up appropriate bodies of staff expertise, equipping those bodies with

effective information systems and collaboration technology, and efficiently structuring the
1



knowledge management and decision making battle rhythms of those bodies. Doctrinally, it can
be seen as the process of utilizing these bodies of staff expertise, information and collaboration
technology, and battle rhythms to effectively plan and execute actions in accordance with the

military’s future concepts of operation.

Given the multidimensional nature of sensemaking, it is only natural that the modeling and
analysis of sensemaking be approached from an interdisciplinary point of view. In this regard,
recent advances within the fields of cognitive psychology, organizational psychology, social
psychology, and management science provide analysts with a range of useful paradigms,
constructs, and theories. And, although the topic of sensemaking is often described within these
other fields of study by means of different constructs (e.g., situation awareness, knowledge
creation, knowledge management, shared understanding), the essential elements of the process
reduce to those dimensions described above. Unfortunately, to a large extent, most of this work
has remained beyond the purview of systems analysts and has yet to influence the development
of more effective modeling approaches. By contrast, much of the present modeling and analysis
of military command and control (C2) systems continues to be rooted in classic control theory
that—while relevant to the industrial age—is no longer adequate for expressing the complex and
emergent nature of decision making within the modern battlespace. As a consequence, military
analysts need a new generation of modeling tools and paradigms to both explore the nature of

sensemaking within the battlespace and to identify ways of improving this process.

To address this concern, Evidence Based Research, Incorporated (EBR), undertook a study to
review the broader literature related to sensemaking and to extract from this literature useful
paradigms, constructs, theories and methods for analytically modeling sensemaking and
knowledge management as these processes occur within a military C2 organization.

Accordingly, this report summarizes the results of this research and illustrates their application to

a current problem of interest. Specifically, the report is structured in terms of four chapters:

« Chapter 1 provides a discussion of how to best represent actionable knowledge within a

military C2 organization—not as a commodity, but as a meaningful state of information

organization.




« Chapter 2 explores the nature of the organizational process used to combine available
information with tacit experience and expertise to produce actionable knowledge in
accordance with command intent.

. Chapter 3 reviews the development of two methodological threads—cognitive task
analysis and social network analysis—and demonstrates how these methods can be
combined to build richer and higher fidelity models of sensemaking within a military C2
organization.

. Chapter 4 combines these concepts and theories with illustrations from recent operations
in Afghanistan and Iraq to address the modeling of effects-based targeting operations

conducted within a Joint operational environment.

CHAPTER 1: THE REPRESENTATION OF ACTIONABLE KNOWLEDGE

In order to identify appropriate structures and constructs for representing actionable knowledge
within a military C2 organization, EBR undertook an extensive review of research literature from

several fields. Research areas (and their major theories and authors) addressed in this review

included

. The decomposition of the battlespace problem domain (as motivated by Jens
Rasmussen’s abstraction hierarchies);

. The construction of a commander’s vision or pathway from current state to desired end-
state (as motivated by Leroy Beach and Terrence Mitchell’s image theory),

. The characterization of knowledge state dimensions in terms of uncertainty, complexity,
ambiguity and equivocality (as motivated by Michael Zack’s theory of organizational
ignorance);

. The representation of actionable knowledge as both a top-down and bottom-up mental
construction process (as motivated by the Joint Directors of Laboratorys definition of
intelligence fusion and Ralph Giffin’s constructivist model of operational knowledge):

. The characterization of knowledge as a distinct concept from data and information (as
motivated by the knowledge definitions of Dick Stenmark and Keith Devlin); and

. The framing of shared actionable knowledge in terms of issues, competing hypotheses,
and supporting empirical evidence (as motivated by Alison Kidd’s concept of wicked
problem domains and Horst Rittel’s development of an issue-based information systent).
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From a synthesis of these various theories, Chapter 1 presents a modeling framework for
representing the construction of actionable knowledge within a military C2 organization. Central
to this model is the representation of the commander’s “running estimate”—a series of
operational issues that must be addressed and resolved in order to achieve the desired end-state.
In a Joint or coalition force environment, various functional experts or stakeholders reflecting
different perspectives posit different hypotheses for each of these issues—expressed in terms of
an abstract hierarchy of goals, priorities, constraints, influencing factors, functions, means-ends
models, and battlespace objects. These hypotheses are generally the product of past experience,
areas of expertise, and parochial cultures. In turn, this structure of competing hypotheses
provides a framework for assembling and organizing empirical evidence that either supports or
contradicts specific views. Thus, it is the issue-hypothesis-evidence framework that provides the
conceptual means for combining the know what—current information available from the
Common Operating Picture (COP) or GIG—with the know how—tacit experience and expertise

—available within a military C2 organization.

Ideally, a military staff combines its possessed krow how with its possessed know what to
produce actionable knowledge for the commander. However, the relative lack (or surplus) of
either information or experience/expertise gives rise to certain forms of organizational ignorance
that can be characterized as wncertainty, complexity, ambiguity, or equivocality. Each of these
specific states of knowledge deficiency, in turn, will lead the organization to initiate remedial
actions such as (1) collecting additional information from the battlespace, (2) breaking down a
planning problem into simpler elements, (3) seeking additional types of staff expertise or
stakeholder input, or (4) resolving expert or stakeholder disagreements via command decision.
Thus, sensemaking within a military C2 organization can be characterized as a continual process

of collaboration, negotiation, integration, and reconciliation of perspectives.

CHAPTER 2: THE REPRESENTATION OF ORGANIZATIONAL PROCESS

Next, the research study turned to the representation of key process elements associated with
sensemaking and knowledge management in a military C2 organization. Again, EBR undertook
an extensive review of current literature from several fields of research. Specifically, the review

of literature from the field of sensemaking research focused on the construction of understanding




in a social context. Research areas (and their major theories and authors) addressed in this review

included

« The identified occasions for sensemaking (as motivated by the work of Karl Weick,
Donald Schon and Michael McCaskey),

« The basic structures of codified and tacit knowledge within an organization (as defined in
the work of Karl Weick , Charles Perrow, Gary Klein, Paul Feltovitch, and Herbert and
Stuart Dreyfus); -

. The basic cognitive and social elements of sensemaking (as described in the work of
data/frame theory of Gary Klein and sensemaking processes of Karl Weick); and

« The basic mechanisms of maintaining senéemaking reliability when an organization faces
emergent or novel situations (as characterized in the case studies of Karl Weick and

Kathleen Sutcliffe and the military writings of Martin Van Creveld).

Additionally, the review of literature from the field of knowledge management examined the
utilization of expertise and the flow of information within an organization. Research areas (and

their major theories and authors) addressed in this review included

« The characterization of an organization as a marketplace of knowledge sources, users,
and gatekeepers that can be hampered by various structural and process obstacles to
sensemaking (as motivated by the knowledge marketplace theory of Thomas Davenport
and Laurence Prusak); and

« The characterization of an organization in terms of a knowledge base, a set of business
rules, and the dynamic formation of ad hoc project teams for knowledge creation (as
motivated by the organizational amplifier theory of Ikujiro Nonaka and Hirotaka

Takeuchi).

Finally, the review of literature from the field of organizational psychology focused on roles,
actors, and the division of work responsibilities and activities within a military C2 organization.

Research areas (and their major theories and authors) addressed in this review included:



« The partitioning of sensemaking responsibilities according to the top, middle, and lower
levels of an organization (as motivated by Dennis Leedom’s structural modeling of
operational headquarters);

. The characterization of top level visionary and decision making roles (as outlined by the
executive role definitions of John Kotter, Russel Honoré, and Martin Van Creveld);

. The characterization of middle level problem-solving and coordination roles (as defined
by Karl Weick’s improvisation model, Alison Kidd’s knowledge worker model, and
Horst Rittel’s concept of wicked problem spaces); and

. The characterization of lower level information management and analyst roles (as

motivated by the definitions of expertise levels by Herbert and Stuart Dreyfus and the

cognitive capability model of Elliot Jaques).

From a synthesis of these various theories and models, Chapter 2 presents a conceptual model of
sensemaking and knowledge management within a military C2 organization. A key proposition
underlying this model is that that decision makers generally operate within a constructed frame
of reference or problem space, not the physical battlespace. These mental problem spaces will
correspond in certain ways to the physical battlespace, with the degree of 'correspondencc being
highest at the tactical level of decision making. However, at higher and more abstract levels of
reasoning and decision making, these constructed problem spaces are likely to differ in
significant ways among individuals, depending upon their experience and functional
responsibilities. From a modeling viewpoint, the complexity of this sociocognitive process
implies the need to represent the organization in terms of several dimensions and the various
obstacles and impediments that might arise along each dimension. Thus, in contrast to
representing military C2 organizations in terms of a simple observe-orient-decide-act f eedback

control model, it is best represented in terms of the structures, elements, and factors that frame

the abstract reasoning and decision making process.

As outlined in Chapter 2, a military C2 organization is comprised of specific actors that each
contributes to the creation of understanding and meaning. Actors at the top and middle levels of
the organization perform a knowledge worker role in the sense that (1) they contribute value to
the process by interpreting or framing available information according to possessed experience

and expertise and (2) their work activities are influenced by the nature and content of the
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information they receive to act upon. While it is exceedingly difficult to codify their possessed
expertise in explicit rule-based form, useful process models can be developed which consider the
areas and levels of expertise associated with each individual. When compared with the emergent
issue demands of the battlespace problem domain, such characterization provides the analyst
with a means for representing and assessing the placement and interaction of specific experts

within the organization.

From a second perspective, military C2 organizations are seen to deal with various classes of
knowledge inputs and outputs. Inputs can be characterized in terms of three different classes of
information and expertise: (1) codified information and expertise in the form of doctrine,
Common Operating Picture, existing military databases, standard operating procedures, plans
and orders, and other documents; (2) tacit experience and expertise in the form of prior military
training, specific assignments, and on-the-job experience; and (3) social experience and
expertise in the form of informal working relationships, trust, and interpersonal familiarity. Each
class of information and expertise is essential to the sensemaking process. On the output side of
the organization, two classes of knowledge products represent the value-added contribution of a
headquarters: (1) command directives that are typically expressed in terms of command intent,
plans, and orders; and (2) a shared codified knowledge base that reflects the value-added
interpretations and framing of information contributed by the headquarters staff, and that

provides the context for subsequent sensemaking and decision making by subordinate

headquarters.

From a third perspective, military C2 organizations are seen to ref] éct an emergent, adaptive
process of collaboration among various functional experts and stakeholders. It is through the
emergent and nonlinear process of collaboration that available information and expertise are
combined to produce actionable knowledge. However, this emergent and non-linear process of
knowledge development generally operates within the linear or cyclical framework of a battle
rhythm. The battle rhythm consists of a repetitive cycle of information or coordination briefings,
formal group/cell meetings, decision briefings and other scheduled staff events that serve to
synchronize the sensemaking and knowledge management activities of an organization. Thus,

the modeling of organizational sensemaking and knowledge management must account for both



the linear/cyclical and nonlinear/emergent work activities that occur within a military C2

organization.

Finally, it is important to represent the sensemaking and knowledge management processes of an
organization in terms of their agility to perform in the face of varying conditions and changing
situations. Here, organizational agility can be operationally defined in terms of the ability of the
organization to overcome or minimize the influence of specific types of impediments or
obstacles identified in the knowledge management research literature. At the same time,

. multidimensional nature of these impediments and obstacles suggest the importance of
representing (at least in terms of first-order effects) the influence of information technology,
training and standards of performance, personnel management, and staff process and battle

rhythm on the overall sensemaking and knowledge management performance of a military C2

organization.

CHAPTER 3: MODELING AS A FRAMEWORK FOR INTEGRATING COGNITIVE
AND SOCIAL RESEARCH METHODOLOGIES

Accurate modeling of military C2 organizations requires effective methods for observmg and
documenting key structures and processes associated with sensemaking and knowledge
management. Accordingly, a third aspect of the research undertaken by EBR focused on the
historical development and current state-of-art of two methodological areas: cognitive task
analysis (now also referred to as cognitive work analysis) and social network analysis.
Specifically, this review focused on the potential application of these methods to the study of
sensemaking and knowledge management. In the area of cognitive task analysis, historical
developments addressed in this review included (1) the early development of knowledge
elicitation methods by Wilhelm Wundt; (2) the development of manual task analysis methods by
human factors engineers during the middle part of the 20" century; (3) the subsequent evolving
of these task analysis methods during the 1950s and 1960s into methods for studying operator
procedures and decision tasks; and (4) the emergence of cognitive task analysis methods during
the 1980s that focused on supporting training development, job design, and the engineering

development of cognitive work aids.




By the 1990s, there emerged a variety of different approaches to cognitive task analysis. Four

specific theoretical perspectives included:

. The general goal-operator-method approach of Stewart Card and his associates that
conceptualizes work in terms of goal decomposition, problem-solving, and agent
activity—thus resulting in modeling frameworks such as GOMS and MHP;

. The seven-stage cognitive model of Donald Norman and his colleagues that, while
similar to the work of Card, focuses primaril); on human-comput’er interactions and
partnerships;

. The work-in-context triad model of David Woods and associates that reflects three
important determinants of work performance: the external world or task domain, the
human or machine agents that perceive and act upon this domain, and the artifacts or
information representations that convey meaning about the task domain to the agents; and

« The hierarchical study approach of Jens Rasmussen and his associates that addresses
work domain, control tasks, control straftegy, social‘organizational structure, and worker

competencies.

More recently, there have emerged methods more suited to studying cognitive processes in the
more unstructured context of wicked problem domains. Referred to under the newer term

cognitive work analysis, principal examples of these methods include:

« The situation awareness-oriented design method of Mica Endsley that attempts to
document different levels of situation awareness and their commonly associated patterns
of error; |

. The decision-centered method of Gary Klein and his associates that focuses on
naturalistic decision making in situations that are dominated by subjective human goals
and intents, rather than by physical laws and objective processes;

. The worker-in-context method of Robert Eggleston that is particularly tailored to
studying work processes that evolve as a function of unexpected situations and

disruptions; and



. The applied cognitive work analysis method of Bill Elm and his associates that employs a
cycle of several steps to systematically transform an analysis of work domain demands
into the identification of specific information visualization and decision aiding concepts

that can support the decision maker.

Finally, a model-centered, bootstrapping strategy has emerged from the work of Scott Potter,
Emilie Roth, David Woods, and William Elm. In this approach, analysts iteratively move back
and forth between building better models of the problem domain and better models of the
structures and processes that characterize the field of practice. Coincident with the interests of
the military C2 modeler, this approach views analytic modeling as the integrating architecture for

employing the various methods of cognitive work analysis.

In a second area of review, Chapter 3 turns to the historical development and current state-of-art
of social network analysis methods. Historically, this area is marked by (1) the development
during the early and middle 20™ century of sociometric methods that used various mathematical
methods to analyze meaningful patterns associated with informal social structures, cliques and
communities; (2) the application during the 1970s of multidimensional scaling methods and
algebraic set theory to extract and analyze meaningful social dimensions from sets of social data;
and (3) the publication of various influential studies that demonstrated the importance of

informal social networks for gathering relevant information in novel situations.

As defined in recent literature, social network analysis currently reflects a broad spectrum of
algebraic and statistical methodologies that can be used to map and measure relationships and
flows among people, groups, organizations, compﬁters, and other information/knowledge
processing entities. These analytic techniques rénge from simple counting and frequency
distribution procedures, through various graph-theoretic and statistical programs such as
multidimensional scaling, to integrated software packages that support the analysis and graphic

visualization of social network databases. Key themes reflected in this current research include

. The development of various relational measures that reveal important linkages within a

social group,
« The analysis of interlocking relationships between specific types of actors,

« The definition of structural equivalence between different networks,
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. The analysis of duality where individuals occupy roles in more than one network,
. The examination of equilibrium and social influence in creating the conditions for self-

synchronization within a group, and

. The development of graphical methods for visualizing network structures.

In large part, the field of social network analysis has presumed a certain level of stability or
“steady-state” conditions regarding the structure and behavior of social groups and organizations.
However, more recently, attention has shifted to the study of dynamic social networks—
motivated, in part, by a desire to understand how social networks respond to changing or novel
conditions. As with cognitive work analysis, much of the current work in dynamic social
network analysis employs modeling to provide a central architecture for building research

findings. This emphasis is reflected in a number of research efforts:

o The study of collaborative social networks in high-reliability settings such as military C2
organizations;

. The study of scale-free networks that are characterized by uneven patterns of
connectivity—e.g., large number of nodes connected to a central hub;

. The study of social networks and agent behavior in the context of other organizational
variables such as human capital, physical resources, task distributions, and inter-
organization linkages;

. The study of how changes in individual agent behavior manifests in more global changes
across a social network; and

. The impact of organizational structure and network-centric information systems on the

flow of knowledge within an organization.

As cognitive task analysis and social network analysis have evolved over the past several
decades, they have each led to comparable types of understandings, developments, and
recognitions. First, cognitive task analysis has led to greater understanding of how information
technology, training, organizational structure, and work environment influence the cognitive
performance of the individual. Likewise, social network analysis has led to greater understanding
of how informal social networks, actor roles, and weak contacts influence the cognitive

performance of groups. Second, cognitive task analysis has led to the development of a wide
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range of data collection and research methods that can be employed in an iterative, bootstrapping
fashion to represent cognitive structures and functions of the individual. Likewise, social
network analysis has led to the development of a wide range of data collection and research
methods, metrics, and visualization techniques that can be employed to explore the structure and
functioning of social networks. Third, cognitive task analysis—as it has developed into the
broader domain of cognitive work analysis—has led to the recognition that one must
simultaneously understand both problem domain and field of practice in order to link cognition
with meaningful action in the real world. Similarly, social network analysis has led to the
recognition that the empirical validation of theory and the mathematical exploration of possible

outcomes reflect two essential sides of the research coin.

The present project extends this convergent trend by placing modeling activities in the context of
an overall research campaign—one that uses modeling as a framework for integrating cognitive
and social research methodologies. Looking to the future, the integrated findings and insights
developed from a review of current sensemaking and knowledge management literature enhance
the theoretical foundation that can inform and focus the application of existing cognitive task
analysis and social network analysis methodologies. Specifically, this literature provides a
theory-driven model of knowledge creation that (1) addresses both positivist and constructivist
modes of cognition and sensemaking; (2) identifies unique actor roles at different levels within
an organizational sensemaking process, (3) identifies critical work tasks and work task
differences specifically associated with wicked problem spaces; and (4) explicitly defines
codified knowledge, tacit knowledge, and social knowledge as three essential inputs to

collaborative sensemaking.

At the same time, the current literature suggests that actionable knowledge is best represented as
a state of information organization, rather than as a finite commodity to be managed. Knowledge
state, in turn, is defined in terms of a networked set of goals, hypotheses, and organized evidence
_a network that, in the case of shared knowledge, is socially defined by various functional
experts and stakeholders. State deficiencies can be defined in terms of specific metrics such as

ambiguity, uncertainty, complexity, and equivocality regarding these elements. Finally, the

current literature on sensemaking and knowledge management provides a new set of paradigms

for organizing our thinking about cognition and social networks. The organizational amplifier
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paradigm usefully directs modeling attention to the importance of ad hoc project teams in the
knowledge creation process. The information and knowledge marketplace paradigm offers a way
of visualizing the impact of various cognitive, social, and technological obstacles on the flow and

exchange of information within a group or organization.

CHAPTER 4: SENSEMAKING AND KNOWLEDGE MANAGEMENT ASPECTS OF
JOINT, EFFECTS-BASED TARGETING OPERATIONS (CASE STUDY)

The final chapter addresses the application of modeling concepts developed in the first three
chapters to the study of Joint, effects-based targeting operations. This term derives its name from
the newly emerging topic of effects-based operations (EBO). While several characterizations
have been proposed for EBO, this chapter adopts the following definition: “Effects-based
operations are operations conceived and planned in a systems framework that considers the full
range of direct, indirect, and cascading effects, which may—with different degrees of
probability—be achieved by the application of military, diplomatic, psychological, and economic
instruments.” In terms of operational strategy, EBO implies the need to coordinate and
synchronize lethal combat actions with intelligence operations, information operations,
psychological operations, humanitarian operations, civil-military affairs operations, economic
aid and rebuilding programs, legal constraints, criminal investigations, and other instruments of
national security policy. EBO also reflects the need for new leadership and thinking skills, new
models of decision making, new information support tools, new organizational structures, and
new command and staff procedures. Accordingly, there exists the need for a new generation of
analytic models that can support the design and development of future C2 systems that can

effectively plan and execute effects-based operations and targeting.

The chapter begins with a historical review of Service efforts to evolve from the traditional
targeting doctrine, organizations, and procedures employed prior to Operation Desert Storm.

Highlighted within this review are

. The movement of the Air Force toward the concepts of parallel warfare and effects-based

operations during Operation Desert Storm;
. The emerging complexity of targeting operations exhibited during Operation Allied

Freedom in Kosovo and Operation Enduring Freedom in Afghanistan,
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. The Air Force’s modernization of the Air Operations Center (AOC) prior to Operation
Iraqi Freedom;

. The remaining challenges to building an effective targeting process —as characterized in
terms of the inadequacy of personnel training, the disruptive effects of personnel turnover
on informal social networks and collaboration, and the disjointed nature of intelligence

processes from operational strategy and decision making.

This initial discussion concludes by noting that future models need to address a number of
relevant influences on such operations: information technology, leadership and training,

personnel management, staff process and battle rhythm.

Discussed in the second section of Chapter 4 is a proposed method for representing actionable
knowledge within an effects-based targeting process. Here, the concept of an abstraction
hierarchy is used to decompose an adversary into meaningful centers of gravity, relevant
functions that are classified along several dimensions (e.g., physical, social, cultural, political,
economic), and actual objects within the battlespace. Additional considerations include (1) the
need to link targetable objects and functions with command intent so as to maximize operational
impact; (2) the need to consider various legal, political and other types of constraints so as to
avoid producing unintended negative consequences from the targetiﬁg operations; and (3) the
need to accommodate different levels of time-sensitivity. The resulting model reflects a
sensemaking process by which a military planning staff attempts to use available cues,
indications, and other information collected from the battlespace to reconstruct a meaningful
abstraction hierarchy that (1) links potential objects within the battlespace to adversary centers of
gravity, (2) prioritizes these objects in terms of their contribution to command intent, and (3)

deconflicts these objects from potential unintended negative consequences.

The second section of Chapter 4 concludes by demonstrating an application of this modeling
framework in the context of a hypothet.ical scenario. Examples elements of command intent are
developed for each phase of the operation, and an actual ab straction hierarchy is developed that
links objects, work processes, operational effects, employment principles, and adversary centers
of gravity. Target elements arc then associated with specific types of intelligence cues (e.g.

SIGINT, IMINT, HUMINT) available from tactical, theater, and national collection systems.
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Likewise, a matrix is developed illustrating the areas and levels of staff expertise required for
interpreting, assessing, and identifying each class of battlespace object as a potential EBO-based
target. Finally, several examples are given that describe different sensemaking pathways and

levels of collaboration that might be needed to transform available battlespace information into

actionable targeting knowledge.

The third section of Chapter 4 reviews the current organizational structures, procedures, staff
activities, and battle rhythms associated with Joint targeting operations. This section of the
chapter draws heavily on current J oint and Component Service publications to define a doctrinal

view of the Joint targeting process. Specifically addressed are

« The general planning and execution steps in the Joint targeting cycle;

. The distribution and interaction of staff responsibilities between the Joint Force
Command level and the Component Service level,

. A focused look at the staff structure, targeting activities, and battle rhythm reflected
within a Joint Task Force (JTF) headquarters; '

. A focused look at the staff structure, targeting activities, and battle rhythm reflected
within a Joint Force Air Component Command (JFACC) headquarters; and

. A focused look at the staff structure, targeting activities, and battle thythm reflected

within a Joint Force Land Component Command (JFLCC) other component command

headquarters.

Finally, the last section of Chapter 4 examines J oint targeting operations as they have unfolded in
recent military operations in Operation Iraqgi Freedom. As part of this real-world description, the
chapter summarizes a range of lessons-learned regarding obstacles, inefficiencies, and
disconnections within the Joint targeting process as it currently exists. Specifically, lessons-
learned are developed from several units and organizations that directly participated in the
planning, coordination, and execution of targeting operations in Iraq: the 3™ Infantry Division,
the 1% Marine Division, and the Army’s 1% Battlefield Coordination Detachment that coordinated
air/land targeting operations within the Coalition Air Operations Center at Prince Sultan Air

Base, Saudi Arabia. Issues highlighted in this review include

. The inability of the current targeting process to support fast-moving ground operations,
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. The lack of information system compatibility between air and ground forces, and

. The lack of effective staffing and management of target planning personnel.

As concluded in the summary of this chapter, advanced technology—either in the form of
battlefield sensors or precision weapons—does not, by itself, constitute an EBO-based targeting

process. Careful attention must also be given to

« The role, design, and functioning of information technology in support of the targeting
process;

. The critical knowledge, skills, and experience provided by leadership and training;

« The impact of pérsonnel management on maintaining the needed skill sets and social
networks within the targeting process;

. The design and flow of the staff procedures, staff collaboration, and battle rhythm that
define the targeting process; and

. The division and sharing of task responsibilities, key staff elements, decision authorities,

and informal social networks that comprise the network of organizations contributing to

the Joint targeting process.

Here, many of the issues and improvisations associated with recent targeting operations in Iraq
provide a roadmap for future modeling and experimentation. Indeed, the dynamic systems,
processes, and procedures used currently for engaging time sensitive targets in Iraq and

Afghanistan might very well become the model for all Joint targeting operations in the future.

Clearly, then, the analytical and modeling community faces a significant challenge if it is to
contribute to future deliberations and force planning regarding EBO-based targeting operations.
As suggested in the earlier chapters of this report, the analytic modeling of EBO-based targeting
operations must address each of the problem dimensions listed above. This will require both (1)
the explicit representation of the EBO problem domain in terms of how informational cues from
the battlespace are filtered, interpreted and organized relative to command guidance and
constraints into actionable knowledge and (2) the explicit representation of the sociocognitive
staff elements, processes, systems, and obstacles that define the Joint targeting process. In this
regard, it is hoped that the present report provides both motivation and insight regarding the next
step in responding to this challenge.
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CHAPTER 1: KNOWLEDGE REPRESENTATION FOR MILITARY C2
TEAMS AND ORGANIZATIONS

INTRODUCTION

To properly model the sensemaking and knowledge management processes at the individual or
collective level in a military C2 team or organization, it is important to be able to explicitly
define data, information, and knowledge in objective and precise ways. Explicitly defining data,
information, and knowledge leads, in turn, to the development of an acceptable ontology. This
chapter summarizes a number of relevant bodies of literature on knowledge representation and
syntheses various concepts and ideas into an integrated ontology that can support subsequent

modeling efforts.

In the most basic philosophical sense, an ontology is a systematic specification of how to
represent objects, concepts, and other entities that are assumed to exist in some area of interest,
together with the relationships that hold among them. In a modeling sense, an ontology defines—
perhaps, at different levels of abstraction—the computational objects and their properties that are
represented and manipulated in a model to represent some corresponding real world phenomena
of interest. In a cognitive sense; an ontology reflects ways people think about the world by
subcategorizing objects, concepts, and other entities according to their essential and relevant

properties. The use of the term ontology in this project reflects all three of these definitions

Technical Goal

A technical goal of the present research is to develop an ontology that is meaningful and useful
for describing knowledge relevant to military operations—that is, how such operations are
viewed or thought about by individual decisionmakers and collectively by C2 teams and
organizations. As will be seen, such a representational framework must deal with different levels
of abstraction that range from the objective to the subjective. At the lowest level of abstraction.
objective representation is appropriate for describing objects and properties in the physical
world—e.g., weapon systems, sensors, regional infrastructure. At the highest level of abstraction,
military goals, values, and strategies are decidedly subjective in nature since they exist only in

the cognitive realm of experts and decisionmakers. In between, one can define any number of
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intermediate levels of abstraction that functionally link the physical battlespace with the
conceptual world of the military strategist, planner, or operator. Herein, however, exists the
challenge for the modeling of sensemaking. While the lowest (physical) level of abstraction is
governed by strict laws of nature, every higher level of abstraction depends upon mental
construction and human conventions for system representation. (Rasmussen, 1986) For an
ontology to be useful in the three senses outlined above, it must be based on conventions that are
(a) grounded in relevant theory regarding cognitive work analysis, (b) articulated in ways that

computationally practicable, and (c) oriented around objects and concepts that are military

relevant.

Distinguishing Information from Knowledge

In addressing an ontology for military sensemaking, one must necessarily deal with the concepts
of data, information, and knowledge—the presumed “stuff” of sensemaking. In this regard,
knowledge differs from data and information in significant ways. On the one hand, data and
information are external representations of facts and beliefs that can be codified and exchanged
among individuals, teams, and organizations. By contrast, knowledge is often better described as
a state of understanding—a characteristic of the individual that measures one’s ability to apply
experience and expertise to the current situation, and to derive meaningful decisions that
translate into action. Thus, accepting this definition, knowledge is a measure of internal mental
state and sensemaking ability, and not—as in the case of data and information—a commodity
that can be easily stored in computers or documents and shared across a network. Moving to the
team or organizational level, defining knowledge as an internal mental state presents an
epistemological and representation problem since this definition does not fit well with the
popular concept of “shared knowledge”—that is, what exactly is meant by shared knowledge?
As will be discussed later, any attempt to model knowledge creation within a team or

organization must present a workable definition of “shared knowledge.”

Operationally Bounded Knowledge

Finally, the goal of the present research is to develop an ontology that can be applied in the
specific context of military operations. Hence, it is possible to bind the general problem of

representing universal knowledge in ways that suffice for modeling military C2 teams and
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organizations. For example, in a recent article on battle command, Major General Russel Honoré
describes four elements of knowledge creation essential to the military commander. (Honore,

2002) These elements include

« Visualize each operation from the current state along a line of operations to the end state;

« See the thinking adversary in terms of centers of gravity (primary sources of moral or
physical strength, power, and resistance), capabilities, requirements, and vulnerabilities in
order to determine decisive points that can be connected to form a line of operations;

« See one’s own force elements in terms of a similar set of resources or centers of gravity
that can be employed to impose one’s will on the adversary; and

« See the battlespace environment in terms of key factors (e.g., obstacles, terrain,
concealment, avenues of approach, weather) that can potentially enhance or degrade the

ability to impose one’s will on the adversary.

Tt is true that future military operations must necessarily consider a broader range of knowledge
factors, as compared with traditional force-on-force combat operations against another nation-
state. Increasing important for both ground operations and air operations (e.g., time-sensitive
target attack) are often a host of diplomatic, political, legal, economic, and humanitarian issues
that must be considered in the planning and execution of military operations. (QDR, 2001)
Likewise, a commander must often consider the expertise and experience of other stakeholders in
a theater of operation (e.g., governmental agencies, coalition partners, private/voluntary and non-
governmental organizations). Each of these perspectives, if relevant to the ultimate decision
process, will play a role in the shaping of actionable knowledge. Fiﬁally, it is becoming
increasingly recognized within the military Services that future operations will involve the
imposition of both lethal and non-lethal (e.g., psychological, informational) effects against an
asymmetric adversary. Defined as Effects Based Operations (EBO), such operations will
significantly alter the types of information considered and the types of knowledge created by a
military C2 team or organization. (Deptula, 2001) However, by limiting modeling consideration
to those types of information and knowledge most commonly associated with future military
operations, the research avoids what might otherwise be an endless quest to accommodate an

exponentially explosive knowledge set.
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PIECES OF THE PUZZLE: REVIEW AND SYNTHESIS OF THEORETICAL
LITERATURE

The cognitive research literature provides a number of candidate frameworks for constructing a
suitable knowledge ontology for military C2 teams and organizations. A review of these
frameworks reveals certain commonalities and suggests the possibility that they could be
synthesized into an appropriate framework for the modeling toolkit. This section of the report

reviews each of these frameworks and presents a proposed synthesis.

Jens Rasmussen—Means-Ends Abstraction Hierarchy

Sensemaking and knowledge management within.a C2 team or organization are all about
generating an awareness and understanding of the operational environment; identifying the
emergent threats and opportunities that are defined relevant to the operational goals, resources,
and constraints; framing the problem spaces that allow development of an appropriate response
to each threat or opportunity; and formulating the decisions that articulate these responses in
terms of coordinated action. In short, this is the cognitive work environment of decisionmakers
in a C2 team or organization. Thus, it is useful to look at ontologies that have been developed
speciﬁcaily for conducting cognitive work analysis. In this regard, a seminal body of research is
reflected in the work of Jens Rasmussen ef al. (Rasmussen, Pejtersen & Schmidt, 1990) Here,
Rasmussen and his research cohorts define a cognitive work space in terms of several
dimensions, one of which is means-ends relations. These relations—expressed in terms of
several levels of abstraction—are considered important when dealing with discretionary
decisionmaking-the type that typifies most C2 teams and organizations. The different levels of
abstraction are based on Rasmussen’s earlier development of his abstraction hierarchy for man-
machine interface. (Rasmussen, 1986) These levels, shown in Figure 1-1, correspond to different

levels of thinking or sensemaking regarding an operational battlespace.

At the lowest level of abstraction, sensemaking deals with developing an awareness of physical
objects and their configurations within the operational battlespace. Relevant information
corresponding to this level of abstraction typically consists of sensor reports, unit status reports,
reconnaissance reports, and so forth that each posits a set of beliefs about the existence and

location of friendly units and assets, adversary units and assets, and other key objects within the
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battlespace—e.g., civilian populations, regional infrastructure, political/territorial boundaries. In
general, information at this level of abstraction is defined objectively. That is, the definition of
each object is grounded in the laws of physics and this definition is largely invariant with respect
to the objects relationship to other objects, mission goals, courses of action, etc. Such
information can be stored in a fragmented/dispersed manner across a C2 team or organization,
or—given appropriate information systems—it can be integrated and shared across a network in

the form of a Common Operating Picture (COP).

Means-Ends Relations Properties
Abstraction Level Represented
Purpose & Constraints Purpose-based
The operational goals/objectives, constraints, and underlying values properties
imposed on the operational work environment and reasons
e.g., defeat al Qaeda as a military/political influence, for proper
functioning

minimize civilian casualties

Abstract Functions
The representation of scenario-independent concepts and principles
that are useful to prioritize and coordinate across functions, to guide
the overall flow of the operation, and to map system specific functions
onto the operational requirements
e.g., effects-based operations, air land battle synchronization

General Functions

The representation of generalized functions performed by different
classes of objects that constitute the major system elements that must
coordinated or considered

e.g., ime-sensitive target attack, common operating picture

Work Processes and Equipment
The representation of the actions and functions carried out by specific
objects that are governed by both physical laws and human
conventions

e.g.. E-3 AWACS surveillance, SF Team forward observation,
F/A-22 Raptor ground attack, refugee group blocks LOC

]

Physics-based
properties
and causes of
maifunctioning

Physical Objects and Configurations

The appearance, location, and configuration of physical objects that
are considered relevant within the operational work environment

e.g., E-3 AWACS, SF Team, F/A-22 Raptor, Refugee group

Figure 1-1. Rasmussen—Abstraction Hierarchy of Means-Ends Relations

Moving to the next higher level of abstraction, sensemaking deals with the understanding of
work processes that are associated with each relevant object within the battlespace. For example,
an E-3A AWACS platform might be understood to provide a surveillance function, a Special -
Forces team might be understood to provide forward area reconnaissance and targeting
information or, conversely, a refugee column might represent a potential obstacle that blocks a
key line of communication route. In contrast to the physical level of abstraction, work process
definitions associated with each object can vary according to the overall focus and interests of
the C2 team or organization. For example, in some circumstances, and E-3A AWACS platform

or SF team might simply represent a communications relay function. Similarly, a refugee column
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anitarian supplies or an intelligence function

might also represent a consumer function for hum

for providing information about local terrorist networks. The point here is that each object within

a complex and evolving battlespace potentially represents multiple functions, with the relative

importance of each function depending upon the top-down goal framework imposed by the

overall sensemaking process. Finally, it is noted that much of this functional knowledge is stored

tacitly as experience and expertise in the minds of the personnel comprising the C2 team or

organization. While some functions can be implied through the use of standardized map

symbology or graphics, it is generally impossible for the COP to portray a complete

representation of all of the potential functions associated with each battlespace object.

General functions within the abstraction hierarchy reflect the major work elements that are

needed to conduct military operations within the battlespace—e.g., time-sensitive target attack,

COP, logistics, ground force maneuver. Whereas work processes are carried out by individual

general functions are defined as the coordinated activities carried out by sets of objects

objects,

to accomplish specific purposes. The taxonomy of general functions relevant to a given work

environment depends on human convention and is typically structured around organizational

lines of responsibility and/or areas of expertise—e.g., “intelhgence operations, logistics. ..
, or “military, political,

9 &

air

operations, ground operations, special forces, space operations. ..

diplomatic, humanitarian, legal...”. Conversely, general functions might combine several

organizational elements to perform a specific type of combat, combat support, or combat service

support function. For example, «“time-sensitive target attack” involves the timely orchestration of

several work processes—those performed by sensors and/or other intelligence collection assets

together with the real-time work process of an attack execution control system. Production and

maintenance of the COP might be thought of as a general function since it involves the
orchestration of many different information systems and work processes. In each case, the
definition of a general function is guided more by how the C2 team or organization

conceptualizes its work processes, rather than by laws of physics.

Abstract functions reflect broad, doctrinal conceptualizations of military strategy and
effectiveness, although they might be closely associated with certain types of general functions.
Effects-Based Operations (EBO), for example. At one level of abstraction, EBO might

eral function that is performed by an intelligence team or organization.

Consider

be represented as a gen
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That is, EBO involves orchestrating a number of work processes that (a) identify an adversary’s
centers of gravity, (b) define the desired lethal or non-lethal effects to be achieved against each
center of gravity and (c) associate specific physical targets with each desired effect. However, it
is also possible to view EBO as an abstract function. At this level, EBO is seen as a conceptual
strategy for accomplishing the defeat of an adversary—i.e., defeat the adversary’s will to fight by
a variety of kinetic and psychological means instead of merely through force attrition. Similarly,
air land battle synchronization can be viewed as an abstract function that reflects a doctrinal

principle of joint military operations.

Purpose and constraints represent the highest level of means-ends abstraction. In military terms,
this level is closely associated with command intent—a reflection of the ultimate goals,
objectives, and end-state sought through a military operation. For example, a goal of Operation
Enduring Freedom was to defeat the al Qaeda terrorist forces as terrorist or political influence
within the region. However, this level of abstraction also considers relevant constraints placed on
the operation and the underlying values imposed on the operational framework. For example, the
minimization of civilian casualties not only reflects traditional Western military values, but also
serves as a relevant constraint on targeting operations—which, if violated, could lead to

undesirable press coverage and the potential loss of support from coalition partners.

Summarizing the work of Rasmussen, it is seen that the abstraction hierarchy of means-ends
relationships provides a useful set of building blocks for constructing an ontology of the external
work space—or battlespace, as in the case of a military C2 team or organization. The different
levels within the abstraction hierarchy are envisioned to map nicely onto the conceptual language
employed by military decisionmakers, C2 teams, and C2 organizations. However, a bit more
specification is required in order to express this ontology in terms of (a) how the functions are
linked together to form specific plans and (b) how plans and goals are compared against
perceptions of reality in order to make adjustments to the overall operation. It is in this regard

that the discussion turns to the next body of research.

Lee Roy Beach & Terrence Mitchell—Image Theory

Sensemaking within a military C2 team or organization focuses on understanding a dynamic

battlespace in terms of (a) the overall mission objectives, (b) the emergent events and adversary
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actions that reflect specific opportunities and threats, and (c) the identification of response
actions that lead to the achievement of those objectives. The dynamic nature of the battlespace
implies that military plans rarely survive contact with an adversary and that a series of
adjustments are often necessary to successfully move the operation forward. Indeed, the speed
and precision with which a C2 team or organization can formulate and execute these adjustments
is considered to be a key factor in defeating an adversary over time and space. The need to
characterize this process from a cognitive perspective leads to the consideration of image theory,
a body of work developed by Lee Roy Beach and Terrence Mitchell. Image theory presents a
model of how decisionmaking in real life is based on a continuous adjustment of goals, plans,
and expectations. As developed in the literature, image theory can be used to describe
decisionmaking at both an individual level (Beach & Mitchell, 1987) and at a team or
organizational level (Beach & Mitchell, 1998).

Image theory proposes both a knowledge ontology used by decisionmakers and a specific set of
cognitive activities for employing and refining this ontology in an operational work setting. As
such, image theory provides a framework for linking knowledge with action. The knowledge
ontology proposed by Beach and Mitchell consists of four perceptual levels, as shown in Figure

1-2. These levels are defined here in terms of teams and organization; however, their definitions

apply equally to the individual level.

Beginning at the top of this diagram, the self-image consists of those beliefs, morals, ethics,
values, norms, and common experience that reflect the principles and perceived role of the
individual, team, or organization. These principles and perceived role, in turn, guide the
development and evaluation of goals in the operational work space. In terms of a military C2
team or organization, the decisionmakers might perceive themselves as being part of a combat
force employed within a region to defeat an adversary. Conversely, they might see their military
unit as a peace keeping force employed to separate warring parties and to restore stability to a
region. Depending upon which of these images dominate, decisionmakers are likely to attend to
different aspects of the battlespace, attach significance to different types of events, notice

different types of cues, and so forth.
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The trajectory image depicts the actual goals and goal markers adopted for a specific operational
mission. Such goals might be expressed in terms of desired endstate, specific events, or specific
milestones on the path to achieving a desired goal. As defined in image theory, trajectory images
focus on outcomes rather than on the specific means used to achieve those outcomes. In military
terms, the trajectory image corresponds closely to the command intent expressed at each level of
command—i.e., tactical, operational, strategic. For example, at the operational level, a trajectory
image might contain three sequential goals: initial entry into a region, decisive defeat of an

adversary’s military force and political control mechanisms, and restoration of civil order.

Image Level Description

The beliefs, morals, ethics, values, norms, and common experience that are
generally accepted across the team or organization. Together, these elements
reflect the principles and perceived role of the team or organization that guide
the development and evaluation of goals.

€.g., a military unit sees itself as a combat force employed to defeat an adversary, a military
unit sees itself as a peace keeping force employed 1o separate warring parties

The goals and goal markers that comprise the team or organization's agenda
for the future. These goals can be concrete events, abstract states, or interim

Trajectory Image | non-goal states that are milestones on the path to a goal.
e.g., a military operation is envisioned to consist of an intial entry into the region, followed
by decisive defeat of an adversary, followed by a restoration of civil order

Self-Image

The set of plans (action sequences) associated with achieving each of the
goals held in the trajectory image. Each plan consists of the resources, tactics,
and timing required to implement a specific sequence of actions.

Action Image A ,
e.g., initial entry is supported by long-range precision attack of air defenses and command
and control facilities, defeat of adversary involves envelopment of capital region by two
divisional-size ground units
Aforecast of anticipated events and states that are expected to occur as a
Projected Image result of implementing the team or organization’s action image.

e.g., defeat of air defenses will require 3 days, civilian populations will remain neutrally
aligned, ground combat objectives will be achieved in 2 weeks with minimal casualties

Figure 1-2. Beach & Mitchell—Levels of Perceptual Images

The action image represents the actual plans (action sequences) designed to achieve the goals
and goal markers contained in the trajectory image. Such plans are expressed in terms of the
resources, tactics, and timing thought to be required for achieving the goals and goal markers. At
higher levels of command, such plans will be typically expressed in broad terms, with
development of details left to subordinate commanders. For example, at the operational level, the
initial entry of forces into a region might be envisioned to require the support of long-range

precision attacks against adversary air defenses and command and control facilities. Ultimate
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defeat of an adversary might be envisioned by planners to require an envelopment attack of the

capital city by two divisional-size ground units.

Finally, the projected image reflects a set of beliefs regarding future events and states that are
forecasted to occur as a result of implementing the action plans. The set of forecasted events and
states are developed by projecting current situation awareness and understanding into the
future—thus, they framed by the action image but are influenced by the perception of what is
happening in the real world. Such beliefs are a natural part of sensemaking and serve to provide a
set of markers for assessing operational progress. That is, an individual decisionmaker, team, or
organization will assume that satisfactory progress is being achieved as long as actual
events/states within the battlespace correspond to forecasted events/states. If expectations are
violated in some way, such occurrences give rise to an adjustment or modification of one or
more elements of the action image, trajectory image or, ultimately, the self-image of the
individual, team, or organization. For example, defeat of an adversary’s air defenses might be
expected to require 3 days of attack operations. If, by the end of 3 days, this goal is not achieved,
then this might trigger a change in the timing of other aspects of the operation. Another
expectation might be that the civilian population within the region will remain neutrally aligned.
If significant resistance develops and threatens lines of communicatidn, then it is possible that

force deployments will be modified to assign additional protection to logistics routes.

Before discussing the decision model of Beach and Mitchell, it is useful to make two points
regarding the application of image theory to military operations. First, the notion of cognitive
images should not be confused with the actual publication and dissemination of military plans
and orders. Image theory deals primarily with the cognitive beliefs and perceptions held within
the minds of decisionmakers and their supporting staff elements—beliefs and perceptions that
guiding their sensemaking process. There might exist an external representation of these beliefs
and perceptions in the form of written plans and orders; however, such manifestations are more
properly considered to be an aspect of social communication, and not part of internal
sensemaking process. Second, the hierarchical nature of military command implies that each
level of decisionmaking will hold cognitive images specific to its level of sensemaking and
decisionmaking responsibility. Vertical cohesion, therefore, is represented by a consistent

nesting (or framing) of images at one level of command with the images held at a higher level of
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command. Horizontal cohesion is represented by the consistency of image detail held by the

various stakeholders and force elements at a given level of command.

Figure 1-3 depicts how this knowledge ontology interacts with deci sionmaking and action.
According to image theory, adoption and progress decisions reflect the fundamental mental
activity of decisionmakers. Adoption decisions focus on whether to modify current goals and
strategies or to continue using them as they are. Adoption decisions take the knowledge
represented within the self-image, trajectory image, and action image and compare it against the
decisionmaker’s awareness and understanding of the operational environment. The two criteria
used for judging the adequacy and appropriateness of these images are compatibility (Will the
strategy achieve the goals within the current operational environment?) and profitability (Which
strategy best achieves these goals?) An important aspect of image theory is its focus on a “do
nothing” response—an option that corresponds to the choice of leaving existing plans in place as

long as they are progressing satisfactorily toward the desired goal.

Forecast
Effect of

Event
\ Generate

Goals

Detect
Event

Compatibility
l Profitability

Compatibility

b |OR GRESS
Image

Generate
Plan

Select
Best Goal

Figure 1-3. Beach & Mitchell — Adoption and Progress Decisions

Progress decisions reflect the other half of the cognitive process that operates on this knowledge
ontology. Process decisions emerge from a comparison of the trajectory image with the action
image. Here, the criterion for testing is simply compatibility. Forecasted events and states
deemed incompatible with desired plans are taken as an indication that the current goals are
inappropriate, that the plan is not sufficient for achieving the desired goals, or both. Image theory

does not prescribe an exact method for adapting the various images to an unexpected or
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undesired forecast. However, in a discussion of how image theory might be enacted through
adaptive agent models, David Schwartz and Dov Te’eni argue that this adaptive process involves
mental reflection characterized by systematic transition between levels of abstraction (levels of
the images), between activities of examining the current images and testing new ones, and

between different parts of the problem. (Schwart & Te’eni, 2001)

Summarizing the work of Beach and Mitchell, it is seen that image theory offers a valuable
contribution to developing a useful knowledge ontology for sensemaking. Specifically, the
elements of image theory can be used to relate Rasmussen’s functions (either abstract or general)
to the formulation of specific goals and plans. Additionally, image theory posits the manner in
which goals and plans are continuously refined in light of current situation awareness and
forecasted events and states. However, both of these bodies of research suffer from their singular
attention only to what is known and understood, rather than considering what is not known and
not understood in a specific operational situation. To address this component of the knowledge

ontology, the discussion turns to yet another body of research.

Michael Zack—Types of Ignorance (Deficient Knowledge States)

While much research and modeling focus is placed on what individuals, teams, and organizations -
know, it is equally—if not more importantly—relevant to consider what they do not know. As
noted by Karl Weick and Kathleen Sutcliffe, sensemaking can suddenly and catastrophically
break down when individual decisionmakers, leadership teams, and organizations face novel and
unexpected conditions in the operational work environment. (Weick & Sutcliffe, 2001) In their
analysis of various case studies, Weick and Sutcliffe not only focused on the availability of
information to decisionmakers, but also addressed the ability of decisionmakers to appropriately
interpret available information based on their experience and expertise. Thus, it is important to
identify the various ways in which a knowledge base might be inadequate for supporting
effective decisionmaking. Here, it is not simply a matter of measuring the absence or lack of
information. Rather, it is important to consider also the organization of the information, its
interpretation, and its availability for framing response decisions and actions. In this regard, the
work of Michael Zack is particularly relevant to the task of constructing a knowledge ontology

for modeling sensemaking. (Zack, 1999)
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7ack articulates his ideas in terms of various forms of ignorance (deficient knowledge states) that

an organization can face. As shown in Figure 1-4, the various forms of ignorance represent

different types of challenge to the sensemaking process of C2 teams and organizations. In each

case, different steps are required to resolve or accommodate the specific form of ignorance in the

sensemaking process.
Form of Definition Corrective Response
ignorance '
Uncertainty is defined as not having sufficient information to Uncertainty can be reduced by acquiring
describe a current state or to forecast future states, preferred additional information relevant to the problem
Uncertainty outcomes, or the actions needed to achieve them. Uncertainty | context. Uncertainty can be tolerated by using
can be defined in degrees (i.e., in terms of probability); assumptions to fill in missing information, or by
however, the context of uncertainty is well-defined and developing agile responses that can
meaningful to decision makers. accommodate critical areas of uncertainty.
Complexity is defined as being faced with a situation made up | Complexity can be accommodated by breaking
of an interrelated set of variables, solutions, and stakeholders problems down into manageable pieces
—each individually understood, but together which exceed the (division of labor). However, this requires the
Complexity | processing capacity of the individual, the team, or organization | addition of management overhead and the
to synthesize. Complexity is defined relative to available means to bring together the appropnate experts
experience and expertise: what is complex for one individual to synthesize the various pieces back into an
might be easily understood by another. integrated whole.
_ Ambiguity is defined as the inability to make sense outof a Ambiguity can be resolved by acquinng new
situation, regardiess of available information. Ambiguity arises | sources of expertise and/or allowing terative
Ambiguity when faced with novelty or situations that do not correspond to cycles of collaboration among experns and
past experience. Here, what is lacking is not information but stakeholders to create new interpretations of
the experience and expertise to correctly frame and interpret the situation. Such collaboration requires weli-
the information. established social networks for success
Equivocality is defined as having muitiple -equally plausible— | As with ambiguity, equivocaltty can be resolved
interpretations of the same information. Here, interpretations through iterative cycles of interpretation
may differ along one or more dimensions: descriptive criteria, discussion, and negotiation among expernts and
Equivocality problem boundary, relevance of specific underlying factors, stakeholders. This process can occur efther
means-ends models, etc. Equivocality frequently involves democratically or in authortative tastwon
multiple stakeholders who each have a vested interest in depending upon the relative influence of each
characterizing the current situation, forecasting its stakeholder and the presence’absence of an
implications, and developing response actions. overall decision authonty

Figure 1-4. Zack—Forms of Knowledge Ignorance

Uncertainty is defined as a knowledge state wherein the problem context is well-defined and

meaningful to the decisionmakers, but that sufficient information is not available to describe the

current state or to forecast future states, preferred outcomes, or the actions needed to achieve

them. Uncertainty can be expressed in terms of a calculable probability—e.g.., a future event is

likely to occur with some known probability—or in terms of an unknown probability (the

traditional definition of uncertainty). For the decisionmaker, uncertainty can be reduced through

the acquisition of additional information that is relevant to the defined problem context.
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Alternatively, uncertainty can be tolerated by one of several strategies: (a) using existing
knowledge to fill in missing information with assumptions or (b) developing agile response
actions that can accommodate critical areas of uncertainty. Military C2 teams and organizations
often acquire additional information through tasking of specific sensor systems, deploying
reconnaissance teams, and/or submitting information requests to other organizations. The need to

tolerate uncertainty can shape the formulation of contingency plans and influence the

deployment of reserve forces.

Complexity is defined as the relative inability of an individual, team, or organization to
adequately process and understand all of the interrelationships that exist among a set of relevant
problem variables, solutions, and stakeholders. The term “relative” is used because complexity is
defined with respect to the level of experience and expertise held by the individual, team, or
organization. What is difficult for one individual to mentally grasp and understand might be
quite easily understood by another individual with appropriate experience and expertise. Stated
alternatively, situation complexity implies that awareness of the relevant pieces of the problem
exceeds the experiential knowledge of the individual, team, or organization. In response,
complexity is typically dealt with by breaking down the problem space into manageable pieces—
that is, a division of labor among relevant experts and stakeholders. At issue, however, is the
need for the solution pieces to be brought back together to form a cohesive whole. This
requirement typically implies the need for the addition of management overhead (to coordinate
the synthesis of the various pieces) and/or the means to bring the relevant experts and

stakeholders together in effective collaboration—i.e., a community of interest.

Ambiguity is defined as the inability to make sense out of a specific situation, regardless of the
amount of information available. Because situation understanding is based on past experience,
ambiguity is said to arise when the individual, team, or organization lacks appropriate or relevant
experience to frame and interpret the available information. As such, ambiguity characterizes the
state of knowledge when a military C2 team or organization is faced with a novel or unexpected
operational situation—e.g., an adversary’s employment of asymmetric strategy or tactics. For
example, Iraq’s employment of the Fidayeen Saddam to stiffen the resistance of the Republican
Guard might be said to have created ambiguity—at least for a short period of time—in the minds

of military planners. This example, however, brings up an additional point: ambiguity is defined
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relative to available experience and expertise. Hence, C2 teams and organizations that employ
effective learning practices can rapidly adapt their sensemaking process to novel events,
strategies, and tactics as they are encountered. Ambiguity can be resolved in several different
ways. In one case, the acquisition of new expertise can provide the experiential knowledge
needed to bring understanding to an operational situation. This strategy, however, depends upon
the openness and agility of the team or organization to adapt its lines of information flow, social
networks, and authority structures to rapidly accommodate the new expertise into the
sensemaking process. (Weick & Sutcliffe, 2001). A second method of resolving ambiguity is

| through effective collaboration—that is, through providing available experts and stakeholders
with the means to mentally interact, discuss, debate, and formulate new interpretations of the
situation. Such collaboration typically requires well-established social networks for successful

resolution of ambiguity.

Equivocality is defined as having multiple, equally plausible interpretations of the same available
information. These interpretations might differ along one or more dimensions: the criteria used to
describe relevant objects, events, and states within the operational problem space, the logical
problem boundary to be considered in formulating an understanding of the situation, the
operational significance of different underlying factors, the relevance of different means-ends
models for identifying solution paths, and so forth. Equivocality most often arises at the team or
organizational level of sensemaking when multiple stakeholders each have a vested interest in
characterizing the current situation, forecasting its implications, and developing appropriate
response actions. As a result, effective collaboration is required to allow experts and stakeholders
to engage in an iterative cycle of interpretation, discussion, and negotiation. The degree to which
this process unfolds in either democratic or authoritative fashion depends upon (a) the relative
strength of influence of each stakeholder and (b) the presence/absence of an overall decision
authority. While it is cautioned that teams and organizations should not prematurely foreclose
debate and adopt an erroneous interpretation of the situation, military operational tempo will
often demand that a commander commit to a specific interpretation after hearing each

perspective on a specific situation.

With the work of Zack, a method for assessing the adequacy of knowledge state begins to

emerge. Specifically, Zack’s definition of uncertainty, complexity, ambiguity, and equivocality
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offers a framework for determining if the level of situation understanding is adequate for
transforming knowledge into action. These same terms can be applied at different points within
either Beach and Mitchell’s image theory or Rasmussen’s abstraction hierarchy to define the
quality of sensemaking at different levels of thinking. With these three bodies of theory, it is
possible to begin approaching the task of constructing a knowledge ontology for modeling
sensemaking and knowledge management within military C2 teams and organizations. However,
an additional step is required for unequivocally relating information to knowledge and actionable

knowledge to operational decisions. For this, the discussion turns to a fourth area of research.

Joint Directors of Laboratories, Ralph Giffin, and the Air Force Scientific Advisory
Board—Knowledge Creation Is Both a Bottom-Up and a Top-Down Process

In 1983, the Joint Directors of Laboratories (JDL) Command, Control, and Communications
(C3) Research and Technology Program was established to perform broad-based multi-Service
research and technology demonstrations in C3. The JDL Data Fusion Subgroup—subsequently
reorganized under the Office of the Secretary of Defense—was established to provide guidance
for conducting research and development in the area of data fusion. Out of this body grew a
framework for comparing and diverse problems and technologies for fusing data into uscful
information and knowledge—particularly data automatically collected by various tvpes of sensor

platforms. This framework, known as the JDL Levels of Information Fusion, is illustrated in

Figure 1-5.

Level of Fusion Definition

Level 4 Level 4 fusion is defined as a meta-process that serves to monitor, assess. and
" refine the quality of the other three levels of fusion. This meta-process I1s
Process Refinement envisioned to regulate the acquisition of data in order to achieve optimal resuts

Level 3 fusion is defined as an iterative process of analyzing and integrating the

Level 3 combined activity and capabilities of an adversary's force to infer operational
Threat Refinement intentions and the threat that these operations pose to friendly forces The
product of this level of analysis is called the threat assessment.

Level 2 fusion is defined as an iterative process of analyzing and integratng the
Level 2 spatial-temporal relationships among objects (e.g., combat platforms) to group

. . them together and form an abstracted interpretation of the pattemns. These
Situation Refinement | patterns are used to infer military force order of battle. The product of thus level of
analysis is called the situation assessment.

Level 1 fusion is defined as an iterative process of analyzing and integrating data
Level 1 (e.g., sensor reports) to determine the identity and other attributes of objects

A ) (e.g., combat platforms) within the battlespace, and to construct spatial-temporal
Object Refinement tracks to represent their pusilion and velocity within the battlcspacc. The product
of this level of analysis is called the situation picture.

Figure 1-5. Joint Director of Laboratories - Levels of Information Fusion
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Despite the popularity and informal acceptance of this framework within the defense technology
community, the JDL definitions leave considerable room for interpretation and debate as to (a)
what is actually represented at each level and (b) what is required to produce this representation.
(Wald, 2001; FTIAC, 2002) For example, the JDL levels claim to address process and
functionality as well as content; thus, it is difficult to generalize their application beyond sensor
data to other domains and other types of information. Nevertheless, the JDL framework suggests
ways in which information at different levels of abstraction and semantic content relate to the
specific needs of the military decisionmaker. Hence, this framework has potential utility for

analyses that focus on operational sensemaking in a military context.

Another point of confusion with regard to the JDL definitions is whether the process levels are
linked in an ascending mode, are linked in a descending mode, or are linked in a mode that is
contextually dependent. A common interpretation of this framework by many technologists is
that the process flows primarily upward from data, to fusion, to knowledge. That is, it is assumed
by many technologists that suitable algorithms can be found and generalized to provide for the
automatic assemblage of data into meaningful objects, objects into meaningful orders of battle,
and orders of battle into meaningful threats. By contrast, Ralph Giffin argues that this normal
assumption of ascending linkage—based on naive inductivism—is logically flawed and
unworkable in most instances. (Giffin & Reid, 2003) He argues that the assumption of ascending
linkage leads to a futile quest for discovering “universal truth.” Instead, Giffin argues that a more
efficient approach to information fusion is one that employs a descending linkage—i.e.,
command intent and tentative selection of course of action are used.to formulate a specific set of
working hypotheses regarding an adversary and the threats and opportunities posed to a military
operation. Information fusion is then organized s a process referred to as critical rationalism to
empirically test and refine each of these working hypotheses from data and information collected
from the battlespace. Once these hypotheses are sufficiently validated (to some acceptable level

of empirical support), they then can serve as the basis for decisionmaking.

Arguments can be made that information fusion involves a combination of both ascending and
descending linkages—that is, a combination of both inductivism and critical rationalism—and
that the overall process is contextually dependent. This is essentially the argument posited in a

recent Air Force Scientific Advisory Board study on predictive battlespace awareness. (AFSAB,
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2002) In this study, it is argued that the management of battlespace data collection focuses too
much on sensor capabilities and not enough on problem formulation. Such a strategy results in
the accumulation of too much data that is often irrelevant to the sensemaking and

decisionmaking needs of the commander. In contrast, the study recommends several profound
changes to the Air Force’s information management process: (a) more ti ghtly couple data
collection and sensor management to the operational problem space and decision requirements of
the commander and (b) make greater use of non-sensor information from other sources to

~ provide a meaningful context for interpreting sensor data.

Taken together, the work of the Joint Directors of Laboratories and the insights provided by
Ralph Giffin and the Air Force Scientific Advisory Board point make several useful points that
can serve to guide the development of a knowledge ontology for military sensemaking. First,
these studies remind us that knowledge must serve a useful purpose—one that is tightly coupled
with the decisionmaking responsibilities of C2 teams and organizations. This implies that a
knowledge ontology for military sensemaking should be tailored to the relevant work domain
while still reflecting the abstraction characteri stics of a general knowledge ontology. Second,
these studies suggest that what is represented within a knowledge ontology should oftenbe
expressed in the form of working hypotheses—hypotheses that are conceptually derived in a top-
down manner of thinking, but which are empirically tested, refined, and supported in a bottom-

up manner and analysis and integration.

While each of these bodies of research offer valuable insight, there are other issues that must be
addressed before assembling these ideas into a tentative knowledge ontology for military
sensemaking. This next issue addresses the need for operational definitions that can be used for
distinguishing and relating the three concepts of data, information, and knowledge. Without
acceptable definitions, it is difficult—if not impossible—to use these terms for analytically

representing the primary commodities that are created, transformed, communicated, and used

within a military C2 team or organization.

Dick Stenmark and Keith Devlin—Distinguishing Knowledge from Data and Information

A familiar story from India recalls a situation in which a group of blind men were each asked to

describe an elephant. One man, grasping a leg concluded that the elephant was much like a tree.
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Another man groping the elephant’s trunk announced that an elephant was like a snake. The man
touching the elephant’s ear stated the belief that the animal was like a fan, while the man
grasping the elephant’s tail argued that the elephant was like a rope. While each argued different
viewpoints, none of the men had ever actually seen the elephant in its entirety. This story serves
as a reminder that the research community reflects little agreement over what is meant by data,
what is meant by information, what is meant by knowledge, or how these three terms relate to
one another. To illustrate the problem of language and definition, Figure 1-6 extracts a
comparison of these terms from a recent paper by Dick Stenmark. (Stenmark, 2002). In this
paper, the author traces the movement of these terms from philosophy to information technology
and compares the definitions of “data,” “information,” and “knowledge” across a number of

leading researchers in the field of knowledge management.

nition of es .
Author(s) DeﬁD';'tan ° Definition of Information | Definition of Knowledge
Wiig Truths and beliefs, perspectives
Facts organized to describe a and concepts, judgments and
situation or condition expectations, methodologies and
know-how
Nonaka & . Commitments and beliefs created
Takeuchi A fiow of meaningful messages from these messages
Sqek & Not yet interpreted symbols Data with meaning The ability to assign meaning
Spijkervet
Davenport ; : ’ . Valuable information from the
Simple observations Data with relevance and purpose human mind
Davenport & . A message meant to change the Experiences, values, insights,
Prusak A set of discreet facts receiver's perception and contextual information
Quigley & Text that does not answer Test that answers the questions Text that answers the questions
Debons questions to a particular problem who, when, what, or where why and how
Choo et al Facts and messages Data vested with meaning Justified, true beliefs

Wiig, K. M. (1993). Knowledge Management Foundations: Thinking About Thinking — How People and Organizations Create,
Represent. and Use Knowledge. Arlington, TX: Schema Press.

Nonaka, |. & Takeuchi, H. (1995). The Knowledge-Creating Company. New York: Oxford University Press.

Spek, R. & Spijkervet, A. (1997). Knowledge Management: Dealing Intelligently with Knowledge. Utrecht, Holland: CIBIT.
Davenport, T.H. (1997). Information Ecology. New York: Oxford University Press.

Davenport, T.H. & Prusak, L. (1998). Working Knowledge. Boston: Harvard University Press.

Quigley, E.J. & Debons, A. (1999). Interrogative theory of information and knowledge. Proceedings of SIGCPR '99, ACM Press,

New Orleans, LA. Pp. 4-10.
Choo, CW.; Detlor, B.; & Turnbull, D. (2000). Web Work: Information Seeking and Knowledge Work on the World Wide Web.

Dordrecht, Holland: Kluwer Azademic Publishers.

Figure 1-6. Stenmark—Comparison of Definitions for Data. Information, and Knowledge

As suggested by Figure 1-6, researchers have evolved a variety of meanings for the terms data,
information, and knowledge—and these differences exist just within a single academic field.
When comparing these definitions across other academic disciplines, one encounters an even
greater disparate range of definitions, with these terms often used as synonyms for one another.

What is particularly troubling—at least for those attempting to analytically represent data,
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information, and knowledge in an appropriate manner—is the apparent tendency to treat

knowledge as if it is just a higher (more processed or interpreted) form of information and data.

In an attempt to clarify the use of these terms, Stenmark notes that two philosophical traditions
shape current definitions on knowledge: the positivist view and the constructivist view. The
positivist view of knowledge (rooted in the positivism philosophy that dominates much of the
natural sciences) assumes that knowledge corresponds to some absolute and universal truth.
Hence, this view considers knowledge as an artifact or commodity that can be possessed and
communicated in discrete units. By contrast, the constructivist view (rooted in the philosophy of
Locke and Hume that dominates much of the social sciences) assumes knowledge to be
something that has definition and value only in a specific social context. Hence, this view
considers knowledge to be socially constructed for specific situations, to be dynamic in nature,
and to be something that is impossible to define in a universal manner. From a review of these
two philosophical positions and their manifestation by other researchers in information science,

Stenmark summarizes several useful points about data, information, and knowledge:

« Data and information are two end points on a continuum of representation. At one end,
data represents facts, propositions, and beliefs that are completely decontextualized—
separated from the knowledge required to provide meaning and place in a functional or
social world. As more and more semantic context is attached to data, such data can be
said to evolve into information. To speak of the level of information—i.e., the level of
semantic context—is a relative matter since what is viewed as information for one task
domain might be considered merely data for a higher level task domain.

.  While few would question the fact that data and information can be represented as objects
outside of the human mind, it has been much harder for philosophers and researchers to
characterize knowledge in like fashion. Knowledge seems to exist only in the mind of the

individual (or collectively in the minds of individuals that comprise a team or

organization).




Received data and information require internal knowledge in order to be interpretable;
however, data and information are useful building blocks for constructing new
knowledge in the mind of the individual. Such data and information does not become
knowledge, per se; rather, the data and information alter the knowledge state of the
individual.

One cannot transmit knowledge, per se, to another individual. What becomes transmitted
is merely information generated from knowledge. This information, in turn, can serve to
increase the knowledge state of another individual. While some might view this
distinction as “splitting hairs,” such definition is required in order to preserve the
fundamentally different nature of knowledge, as compared to information.

A number of prominent researchers frame their arguments in terms of two different type's
of knowledge—tacit and explicit. In these arguments, tacit knowledge is generally
defined as internally stored experience that is difficult to articulate through language.
Explicit knowledge is defined by these researchers as that part of knowledge that can be
externally codified in the form of rules, propositions, stories, procedures, etc. However,
such a classification blurs the distinct nature of knowledge versus information and
provides little workable basis for useful analysis and modeling. In contrast to these
arguments, redefining “explicit knowledge” as merely being information allows one to
retain the notion that knowledge speaks more to an internal state of mind rather than a
commodity that can be externally dealt with. Thus, it is more proper to use the terms

“tacit knowledge” and “explicit information.”

In a second body of work, Keith Devlin addresses much the same issue in his attempt to

mathematically articulate the differences that exist among data, information, and knowledge.

(Devlin, 2001) In parsimonious fashion, Devlin posits a number of definitions in equation form:

information = Data + Meaning

Knowledge = Internalized information + Ability to utilize the information

Like Stenmark, Devlin concludes that data is transformed into information by attaching meaning

to it. Likewise, Devlin concludes that knowledge is something that exists within the mind of an

individual and supports action-taking by that individual in the real world. However, Devlin goes
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beyond these definitions to discuss the process by which information can be successfully passed
from one individual, team, or organization to another. Here, he introduces the notion of

constraini—defined as “the regularities that make intelligent action possible.”
Information = Representation + Constraint

Constraints are embodied in language, rules, stories, and other forms that convey the basic notion
of #ypes, and types are essential to understanding the nature of information. As outlined by

Devlin, information always takes the form of a statement that some represented object is of some

defined type:
a: T where a is any object and T is a type

In conversations between two individuals, the meaning of information is successfully transmitted
only if the two individuals share a common understanding of the types or constraints being
employed. That is, conversations—whether they are verbal or electronic—typically convey only
a representation of an object, whereas the two parties provide the types or constraints needed to
interpret that representation in terms of intelligent action. If each party holds different
constraints, then it is highly likely that the conversation will result in misunderstanding‘ This is
why it is often necessary for two individuals to engage in a preliminary discussion in order to
establish a common context of meaning before conveying the actual information. Alternatively,
common meaning can be established through common training and experience, standardized
rules and procedures, and other forms of institutional convention. This process can be seen
graphically in Figure 1-7, which shows that meaningful conversation is possible between two
individuals only in the region where their knowledge areas overlap—i.e., they share a common
ground of understanding about some situation. The implication of this relationship is seen when
more than two parties attempt to engage in collaboration: the greater the number of involved
parties, the smaller the area of overlapping knowledge. This diagram illustrates mathematically

why collaboration becomes more difficult as the number of participants increase.
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Figure 1-7. Devlin—Common Ground of Understanding in Conversations

Summarizing the work of Stenmark and Devlin, a picture begins to emerge that knowledge can
be best thought of as a state of understanding within an individual (or, collectively, as the state of
understanding within a team or organization). Knowledge has several aspects. In one sense,
knowledge reflects the past experience and expertise of an individual—a set of beliefs that are
presumed to be relevant for interpreting real world situations and guiding action. In another
sense, knowledge—when combined with current situation awareness—can be “actionable” when
certain beliefs are held to be true about the current situation. What is passed between individuals,
teams, and organizations is represented by either data or information at various levels of
abstraction. Referring to something as either data or information depends upon the relative
amount of semantic context associated with the representations that are communicated. Such
information is generated by the knowledge state of the sender and can be used to modify or
enhance the knowledge state of the receiver. In order for conversations to correctly pass
information, the sender and receiver must share a common ground of understanding—a
commonly understood contextual framework that can be established in the short-term through
preliminary discussions or over the long-term through language, training, common experience,
culture, standardized rules/procedures, and so forth. If a common ground of understanding is not
sufficiently established, then it is likely that conversations between individuals will either fail or

result in miscommunication of beliefs.
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Having established a basic definition of knowledge, the discussion turns to a final area of
research that illustrates the dynamic nature of knowledge within a team or organization. The

dynamic nature of knowledge, in turn, is influenced by the class of problems being addressed by

the team or organization.

Alison Kidd and Horst Rittel—Wicked Problems and Dynamic Knowledge Creation

Teams and organizations must often deal with multiple perspectives that arise within a social
network of various experts and stakeholders. This requirement adds an additional dimension to
the process of creating actionable knowledge—one influenced heavily by the nature of the class
of problems being addressed. To better understand this aspect of knowledge creation, this final
discussion turns to the work of Alison Kidd and her studies of knowledge workers. (Kidd, 1994)
“In this work, Alison Kidd makes an important di stinction between knowledge work and
procedural work—although she acknowledges that all work is generally a mixture of both.
Procedural workers—e.g., an equipment operator, secretary, or assembly line worker—will use
information to carry out specific assigned work tasks. Quite often, procedural workers employ
very detailed and fixed taxonomic structures for filing and organizing information—structures
that are determined by the nature of their task assignments and work procedures. However, their
view of their problem space remains unaffected by new information that they acquire in the
course of their task work. By contrast, knowledge workers—e.g., a design engineer, military
analyst, or operational planner—will use information in an entirely different manner. With these
workers, information is consumed in order to increase or refine one’s knowledge state about the
task or problem space. Hence, information, once mentally digested, is often of little further value
to the individual. Information which might have future value is usually left uncategorized in
untidy piles—e.g., informal notes, whiteboards, e-mails—rather than being carefully integrated
into a fixed taxonomic structure. Important, however, is the notion that the knowledge states of

these workers are in a constant state of flux as new information is acquired and absorbed.

As discussed in more detail in a later chapter of this report, two additional distinctions can be
made between procedural workers and knowledge workers. With regard to behavioral patterns, |
procedural workers generally engage in a fixed set of work activities—more specifically, fixed
patterns of information acquisition, information processing, and information management. By
contrast, knowledge workers will seek out, utilize, and pass on information in very opportunistic
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ways, dependent upon their evolving understanding of the problem space and their role within
the team or organization. The resulting patterns of work activity will often reflect little
consistency from one moment to the next as they adjust and adopt their task work to
accommodate new issues and hypotheses, new priorities, and new relevant problem variables. In
a related area of comparison, procedural workers generally engage in a fixed set of social
interactions and communication networks. Since their task work remains invariant, they are
likely to establish and maintain specific channels of communication for acquiring needed
information and passing their task products to others. By contrast, knowledge workers will
exhibit highly variable patterns of communication with others, and even reply upon different
means of communication—e.g., e-mail, face-to-face, chat rooms, briefings—that vary according
to the perceived needs of each situation. As a result, formal job titles and organizational charts
will provide less understanding of individual roles than, say, what people actually do or who they

communicate with from moment to moment.

The notion of information exchanges constantly changing the knowledge state of knowledge
workers introduces another facet of this process: the class of problems being addressed by the
team or organization. Here, the discussion turns to the classic work of Horst Rittel who first
introduced the notion of wicked problems. (Rittel & Webber, 1973; Rittel & Webber, 1084)
Wicked problems are distinguished from other (simple) problems inasmuch as they are not
commonly understood and, hence, they cannot be analyzed in a traditional linear manner using
accepted methods. Wicked problems arise in the social context of multiple experts and
stakeholders where participants must simultaneously (a) negotiate and agree on an acceptable
definition of the problem space—e.g., goals, constraints, relevant variables—and (b) collectively
agree on a solution path—e.g., means-ends hypotheses, milestones, success criteria For military
C2 teams and organizations, wicked problems tend to dominate at the operational and strategic
levels of decisionmaking—particularly where joint, coalition, or multi-agency interests and

operations must be reconciled and synchronized.

In contrast to simple problems that primarily correspond to procedural work, wicked problems

display a number of characteristics that uniquely associate them with knowledge work:
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. Problem Understanding Evolves with Solution. The problem space consists of an
evolving set of interlocking issues and constraints. Each attempt at formulating a solution
potentially shifts goal priorities and the relevance of specific constraints, variables, and
means-ends models. Hence, the problem space is never collectively understood by the
team or organization until specific solutions have been developed and assessed against an
evolving definition of the requirement.

. Solutions Evolve in a Satisficing Manner. Since there exists no definitive problem space,
there cannot be a definitive solution. The problem solving process terminates when the
team or organization runs out of available resources. Resulting solutions tend to be “good
enough” or “satisficing” in nature, rather than being optimal. Goals and constraints might
not be fully satisfied as the team or organization attempts to accommodate multiple
perspectives on the operational situation.

. Solutions Tend to be Unique, Rather than Selected from Available Alternatives. Each
developed solution path has expenses and potential consequences for the future. In some
cases, these consequences will spawn new wicked problems. Solutions evolve through
discovery, rather than being pulled off the shelf There might exist multiple possible

solutions, no possible solution, or a set of solutions that are never thought of.

Taken together, the concepts of knowledge work and wicked problems imply that knowledge
creation often involves negotiation and argumentation. That is, much of the information
exchanged among collaborating experts and stakeholders serves to support specific arguments or
positions regarding the relevance or priority of different goals, constraints, variables, and means-
ends models. The goal of each participant is to influence or redefine the knowledge state of other
participants so that the team or organization can come to collective agreement on both the
problem space and the proposed solution path. Of course, in the case of military C2 teams and
organizations, there will often be an individual—e.g., commander or senior military officer—
who exerts formal authority over this process. However, there are likely to be cases where the
senior authority defers to the perspective of a technical or operational expert. In still other

cases—e.g., coalition or multi-agency task forces—the process of negotiation and argumentation

might occur among true equals and, hence, involve a real compromise of goals and constraints.




In collaboration with Werner Kuntz, Rittel developed an expressive language for representing
knowledge as argumentation—as system known as Issue Based Information System (IBIS).
(Kuntz & Rittel, 1972) As illustrated in Figure 1-8, IBIS represents knowledge in the form of
questions (or issues), positions (or ideas) that respond to each question, and arguments that either
support or detract from each position. Using these basic building blocks, one is able to construct
a network that depicts how various positions might relate to a given issue, and how each of the

positions are supported by various arguments.
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Figure 1-8. Kuntz & Rittel—Issue Based Information System (IBIS)

Extensions of the IBIS notational framework have been used by numerous researchers as a
foundation for developing various issue-oriented collaboration systems. (cf. Conklin &
Begeman, 1988; Lee & Lai, 1991, MacLean et al, 1991) More specifically, Gilles Falquet and
Claire-Lise Mottaz have employed the IBIS framework together with a cyclical conflict
resolution process to develop a conceptual model of a multi-perspective knowledge base.
(Falquet & Mottaz, 1999) A critical part of this work addresses the fact that different
perspectives can either '(a) employ different terms to mean the same concept (correspondence) or
(b) employ the same term to mean different concepts (conflicr). Using a terminological method
based on term comparison, manipulative derivation of terms, and the inheritance of argument
propertics, Falquet and Mottaz’s conceptual model allows for the identification of convergence

and divergence among competing perspectives.

43



Summarizing the work of Kidd and Rittel, knowledge creation is seen as a.dynamic process of
negotiation and argumentation among relevant experts and stakeholders. Here, information is
acquired and exchanged not merely to validate working hypotheses, but also to influence the
thinking of other participants. Knowledge is also seen as being valued relative to each situation.
That is, actionable knowledge consists of a set of interlocking issues and constraints that form a
tentative definition of the problem space and potential solution paths. The process is also
satisficing in nature and will terminate when the senior authority figure within the team or
organization judges that (a) each of the relevant goals, constraints, variables, and means-ends

models have been appropriately considered and (b) a workable solution path has been found.

A critical contribution of this work to the present project is the notion of representing actionable
knowledge as (a) a network of interlinked issues, (b) the competing positions that reflect
different perspectives on each issue, and (c) a set of linked arguments that support of detract
from each position. Representing knowledge in this manner provides a useful foundation for
considering multiple perspectives—e.g., different technical or operational experts, different

stakeholders—and the degree to which their interpretations of the problem space converge or

diverge.

PUTTING THE PUZZLE TOGETHER: A SYNTHESIS OF KNOWLEDGE
REPRESENTATION FEATURES

Having reviewed several bodies of relevant literature, it is now possible to begin putting together
an ontology for military C2 teams and organizations. As will be seen, this framework draws
upon ideas and concepts from each of the researchers addressed earlier in this chapter The
discussion begins with the representation of tacit knowledge—experience and expertise stored
internally in the minds of individuals. Considered next is a discussion of how the notion of
images can be expanded to provide a structure for actionable knowledge within a military C2
team or organization—actionable knowledge that permits intelligent decisionmaking. This is
then followed by a discussion of how tacit knowledge and current awareness come together to
produce actionable knowledge for each individual. Here, actionable knowledge can be described
as an actionable set of positions and supporting arguments that are organized around a set of
interlinked issues relevant to the operation. Discussed next is the interactive nature of this
framework in which actionable knowledge, in turn, generates (a) requirements for new,
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modified, or decomposed hypotheses and (b) requirements for new information elements. These
requirements are seen to be driven by the different types of ignorance (deficient knowledge
states) that can arise. Finally, the discussion concludes with a look at how different experts and
stakeholders collaborate to develop a representation of shared actionable knowledge. The
common ground supporting this type of mental collaboration is represented by the degree to
which each participant understands the set of interlinked issues, alternative positions, and

supporting arguments.

Tacit Knowledge—The Building Blocks of Actionable Knowledge

In his analysis of how organizations manage what they know, Chun Wei Choo identifies three
forms of knowledge that are employed to guide decisionmaking. (Choo, 2000) Tacit knowledge
is defined as the personal (internalized) knowledge used by members to perform their work and
make sense of their operational environment. Explicit knowledge is knowledge codified either in
the form of objects (e.g., software, databases, plans, drawings) or rule sets (e.g., routines,
business rules, operating procedures). Cultural knowledge is represented in the shared
assumptions, beliefs, and values that guide team or organizational thinking and behavior. Of
these three forms, however, tacit knowledge is generally emphasized as the most important form
of knowledge for knowledge creation. (Nonaka & Takeuchi, 1995) For this reason, the present
chapter focuses on the form or structure of tacit knowledge as it might exist within a military C2
team or organization. Explicit knowledge will be discussed in a later chapter and, at least for the
present discussion, cultural knowledge will be assumed to be that part of the tacit knowledge of

an individual.

Depending upon the level of expertise, tacit knowledge can take different forms. For example, in
a classic paper that challenges the notion that all knowledge can eventually be captured in
software form, Hubert and Stuart Dreyfus define five levels of expertise—and, hence, five levels

of tacit knowledge ability (Dreyfus & Dreyfus, 2002):

« Novice—The person approaches tasks by following rules in an unquestioning, context-
free fashion. Action is simply guided by rote application of rules, rather than by an

awareness of what needs to be accomplished. Performance appears awkward with no

account taken of contextual factors.
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. Advanced Beginner—While still acting in a rule-based fashion, the person can modify
some of the rules according to context. The person has started to recognize certain
situation types and is able to modify the rules according to those types. Action is still
guided by rules, but with some sensitivity to the operational context. Performance is still
marked by conscious decisions at each stage of the process.

«  Competence—The person still following rules, but does so in a fairly fluid fashion—at
least when things proceed normally. Instead of stepping from one rule to another, the
person has a more holistic understanding of all the rules. The person has an overall sense
of the activity and chooses freely among the rules for the appropriate one. Action is
guided by an automatic blending or integration of rules for familiar situations; however,
the person is unlikely to be able to respond well to novel events of factors.

. Proficiency—For much of the time, the person does not select and follow rules. Rather,
the person’s experience allows them to recognize situations as being very similar to ones
already encountered many times before, and to react accordingly, by what has, in effect,
become a trained reflex. Appropriate plans spring to mind and certain aspects of the
operational situation stand out as important. Action becomes easier as the individual
simply sees what needs to be achieved, rather than deliberately deciding among possible
alternatives.

«  Expert—The person does not follow rules and indeed is not generally consciously aware
of any rules governing the activity. The person performs smoothly, effortlessly, and
subconsciously. The ability to make subtle discriminations and to link situation
understanding with action is what distinguishes the expert from the proficient performer.
The proficient performer sees what needs to be done, but must consciously decide how to
do it. By contrast, the expert performer both sees what needs to be done and—possessing
a vast repertoire of situational discriminations—sees how to do it. As a result, the expert

performer is apt to arrive at decisions much more quickly than the proficient performer.

According to some researchers, tacit knowledge can be regularly transferred or shared with
others—that is, primarily learned through observation and imitation—by means of
apprenticeships and on-the-job training. Although not completely expressible in words or
symbols, tacit knowledge can be passed along through the storytelling and the use of analogies,

metaphors, and models. (Choo, 1995) In terms of modeling, however, there are limits to the
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degree to which tacit knowledge can be explicitly represented. As argued by Dreyfus & Dreyfus,
when experts are asked to justify a decision or articulate a position, these individuals are forced
to unnaturally structure their thinking in terms of rules that correspond more to a novice or
beginner level. (Dreyfus & Dreyfus, 2002) In the process or articulating their knowledge to
others, they essentially lose the very expertise—i.e., the ability to rapidly make subtle
distinctions in a situation and subconsciously link these distinctions to action—that defined them
as experts. The writings and arguments of Choo and the Dreyfus brothers raise two implications
for the present project. First, it is important to denote the level of expertise—and, hence, the level
of problem-solving ability—of each individual being represented or modeled in a C2 team or
organization. Ultimately, the level of problem-solving ability demonstrated by the team or
organization—at least in the short-term time frame—will be limited to the highest level of
expertise that can be brought into the sensemaking and decisionmaking process. Second, it is
doubtful that the structure and contents of individual tacit knowledge can be explicitly modeled
in rule-form at the higher levels of expertise—say, above Advanced Beginner. That is, the
representation of higher levels of expertise will likely follow more the form of case-based
reasoning in which the expert has acquired the ability to abstract the essential features of various

situations and to discriminate among thousands of special cases. (Dreyfus & Dreyfus, 2002)

To further describe the tacit information possessed by a member of a military C2 team or
organization, it is useful to apply an adaptation of Rasmussen’s means-ends abstraction
hierarchy. That is, the means-ends abstraction hierarchy can be used in a modeling sense (a) to
define what categories and levels of tacit information the individual possesses, (b) to assess
whether or not the individual’s tacit knowledge is relevant to a given problem or decision task,
and (c) to compare whether an individual’s tacit knowledge is consistent (or shared) with another
individual with whom they might be communicating or collaborating. As show in Figure 1-9, it
is possible to apply Rasmussen’s abstraction hierarchy in terms of both knowledge of self and

knowledge of an adversary.
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In terms of knowledge of self, tacit knowledge begins with an understanding of the types of force
elements (objects and units) that can populate the battlespace. Moving upward in level of
abstraction, tacit knowledge would also include an understanding of the types of work processes
typically performed by each force element and an understanding of the general types of effects
that could be achieved with each force element. The specific force elements represented in a
given individual’s tacit knowledge would generally be a function of experience and expertise
common to their military Service or branch of military specialization. Moving further upward, an
individual might be expected to possess tacit knowledge of certain employment principles that
doctrinally guide operational priorities and synchronization for different classes of missions.
Finally, an individual’s tacit knowledge might be expected to reflect an understanding of the
team’s or organization’s role, as defined by the operational purposes, values, and constraints
considered relevant by the individual. As noted on the left side of this figure, there does not

likely exist a sharp dividing line between which levels of knowledge are considered “cultural”
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versus “person” in nature. Thus, for the present project, such labels are not considered useful or

relevant for modeling purposes.[1]

A similar hierarchy can be considered with respect to knowledge of an adversary. Tacit
knowledge at the most concrete level begins with knowledge of the force elements that an
adversary is likely to employ. Similarly, higher levels of abstraction address knowledge of the
operational tasks performed by each force element and an adversary’s potential centers of gravity
that can be targeted with specific effects. At the highest levels of abstraction would be
knowledge of an adversary’s doctrinal employment principles and the overall operational roles
and goals of the adversary. Unlike knowledge of self, however, various levels of tacit knowledge
of an adversary is likely to be possessed by few individuals—primarily those serving in an
intelligence role responsible for preparing operational net assessments or conducting intelligence

preparation of the battlefield.

As discussed later, it is important to represent relevant differences in the tacit knowledge held by
specific individuals within a C2 team or organization. Such differences will give rise to different
perspectives on the scope and definition of an operational problem and the formulation of
solution paths. These same differences will also be an important element in modeling the

requirement for effective collaboration and the development of shared actionable knowledge.

Actionable Knowledge Structure—The Decomposition of Images into Key Operational
Questions
Equally important to representing individual tacit knowledge in a C2 team or organization is the

representation of actionable knowledge. Here, however, one must consider a different structure

altogether. Whereas tacit knowledge is organized around different levels of abstraction,

[1] This is not to say that important “cultural” differences might not exist within a coalition force
headquarters occupied by staff officers from different nations. However, there might also exist
important individual differences within a team or organization with regard to Service or military
occupational specialization. Hence, the present framework merely defines these differences in

terms of the various abstraction levels, rather than referring to them as “cultural” or “personal.”
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actionable knowledge takes on a more action-oriented structure. A good starting point for this
structure is Beach & Mitchell’s various images (Beach & Mitchell, 1998), however, these
images must be further decomposed to be relevant for military operations. Proposed in Figure 1-
10 is one such method of decomposition—one organized around the basic operational questions

that would be asked by a commander. As seen in Figure 1-10, the key operational questions can

be further decomposed into a set of interlinked issues that comprise a C2 team’s or

organization’s structure for actionable knowledge.

As with the means-ends abstraction hierarchy used to organize tacit knowledge, the issues

reflected in actionable knowledge link the operational goals to be achieved with the operational

strategy and means that can achieve them. In the present case, each of the issues shown on the

right side of Figure 1-10 represents a critical operational question that must be answered before a

course of action can be meaningfully developed. However, the organization of actionable

knowledge into a set of issues allows for the representation of two other critical components of

actionable knowledge: positions and arguments.
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Scenario-specific behefs, morals,
values, norms_and experience that
define the operational role of the unit

TRAJECTORY-IMAGE
Scenario-specific end-state goals
and goal markers that define the

operational agengda of the unit

ACTION-IMAGE
Scenario-specific plans (actions,
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Figure 1-10. Decomposition of Images into Actionable Knowledge Issues
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Actionable Knowledge Development—The Integration of Awareness with Tacit Knowledge

The representation of actionable knowledge as a set of interlinked issues is motivated by the
earlier work of Kuntz & Rittel that led to the development of the argumentation language known
as IBIS. (Kuntz & Rittel, 1972) Recalling the structure presented in Figure 1-8, it is noted that a
set of hypothesized positions and supporting empirical arguments can be mentally associated
with each issue. This would seem to reflect the type of structure suitable for actionable
knowledge. Such a structure is supported by the work of Nonaka & Takeuchi that posits that
effective teams and organizations operate on the basis of “chishiki keiei”—the continuous
creation of new knowledge. (Nonaka & Takeuchi, 1995) However, in contrast to the western
epistemology that emphasizes the absolute, static, and objective nature of knowledge, Nonaka &
Takeuchi argue the eastern view of knowledge as “justified true belief” That is, action is taken
on the basis of what one believes or accepts as working truth, rather than simply on the basis of
empirically established facts. Such a view seems entirely consistent with Carl Von Clausewitz’s
concept of the “fog and friction of warfare” and the notion that military C2 decisionmaking
will—despite advances in information technology and networking—a]Ways involve a certain
degree of uncertainty and the unknown. In this regard, it is useful to recall the specific words of

Clausewitz regarding the peculiarities of war (Von Clausewitz, 1873):

“Lastly, the great uncertainty of all data in war is a peculiar difficulty, because
all action must, to a certain extent, be planned in a mere twilight, which in
addition not unfrequently—like the effect of a fog or moonshine—gives to things
exaggerated dimensions and an unnatural appearance. What this, feeble light
leaves indistinct to the sight, talent must discover, or must be lefi to chance. It is
therefore again talent, or the favour of fortune, on which reliance must be placed,

for want of objective knowledge.”

The representation of actionable knowledge as a set of interlinked issues, associated positions,

and supporting arguments is also consistent with Giffin’s information fusion concept of critical

rationalism. (Giffin & Reid, 2003) That is, information concerning the operational battlespace is

organized around a set of relevant hypotheses developed from experience and expertise (tacit

knowledge). The information is used to test and refine each of these working hypotheses to some

acceptable level of empirical support. Once the hypotheses have been sufficiently validated, they
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then can serve as the basis for decisionmaking and intelligent action taking. The same notion is
seen to provide the basis for the Air Force Scientific Advisory Board’s recommendation that the
Air Force’s information management process should more tightly couple data collection and

sensor management around the operational problem space and decision requirements of the

commander. (AFSAB, 2002)

The concepts and language of Nonaka & Takeuchi, Von Clausewitz, Giffin, and the Air Force
Scientific Advisory Board are amazingly consistent in their view of the development and
structure of actionable knowledge. This process and structure are summarized in Figure 1-11 that
illustrates how awareness of the current situation (empirical evidence interpreted as supporting

arguments) is organized around a set of relevant operational issues to validate and refine a set of

working hypotheses (positions) that can lead to intelligent action taking.

As seen in Figure 1-11, tacit knowledge of self and tacit knowledge of an adversary are
combined to develop a working set of positions regarding each of the issues comprising
actionable knowledge. These issues and hypotheses serve to provide the structure for organizing
empirical evidence that is used to test and refine the positions into a “justified true belief”
regarding the current and projected state of the battlespace. Which issues and positions receive
emphasis is a function of the experience-based perspective of the individual. Together, however,
the issues and associated positions reflect the individual’s definition of the problem space to be
addressed by the decisionmaking process. Of course, as discussed later, this perspective might
vary across different experts or stakeholders—thus, leading to the requirement for collaboration

and the development of a common ground of understanding.

The empirical evidence used to test and refine each position (hypothesis) is obtained from the
current awareness of the individual. Current awareness of self includes awareness of assigned
mission(s), awareness of force elements either organic or attached to the command, supporting
force elements from other Services, and the status of the units and assets of these various force
elements. In the era of network-centric operations, much of this current awareness is likely to
come from the common operating picture available to the C2 team or organization. However, it

is possible that specific aspects of awareness of self might be generated by direct queries from
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the decisionmakers to subordinate force elements—e.g., “directed telescopes,” as described by

Martin Van Creveld. (Van Creveld, 1985)
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Figure 1-11. Current Awareness Combines with Tacit Knowledge to Produce Actionable Knowledge

In a similar fashion, current awareness of the adversary includes awareness of postulated intent,
awareness of relevant force elements available to the adversary, awareness of other supporting
factions that must be taken into consideration in the operation, and awareness of the disposition
and activities of these elements and factions. The primary source of this awareness will be the
Intelligence, Surveillance, and Reconnaissance (ISR) systems reporting to the command and

intelligence organizations sharing information with the command.

Current awareness of the environment includes awareness of the specific political framework
that focuses and constrains the military operation, relevant civilian populations and third-party
players within the battlespace, relevant private/voluntary and non-governmental organizations

and other government agencies with which the operation must be politically or legally

53



coordinated, and the various terrain and weather factors that influence the operation. While
awareness of self and awareness of the adversary is traditionally supported by well-defined
reporting channels, awareness of the environment—with the exception of terrain and weather—is
likely to be more situationally defined by the specific liaison channels set up between the
military command and other non-military agencies and organizations. As discussed later, much

of this information might develop through collaborative work sessions with representatives from

these other agencies and organizations.

Finally, it is noted that the organization and integration of current awareness with tacit
knowledge will necessarily involve a certain degree of future projection. That is, most issues
reflected in actionable knowledge will require not only an awareness of the battlespace as it
currently is, but also a projected awareness of the battlespace as it is anticipated to become. Of
particular concern will be (a) a projection of adversary events and states into potential threats and
opportunities and (b) a projection of alternative strategies and force capabilities into future
effects against these threats and opportunities. Although not explicitly depicted in Figure 1-11,
these projections will be based on either (a) means-ends models derived from the individual’s
técit knowledge—as in the case of recognition-primed decisionmaking[2]—or (b) formal

analysis using external models and planning methods.

Interaction—The Impact of Actionable Knowledge on Tacit Knowledge and Awareness

Looking inside of the actionable knowledge portion of Figure 1-11, a structure begins to emerge
that is similar to the IBIS language developed by Kuntz & Rittel. (Kuntz & Rittel, 1972). This
structure, depicted in Figure 1-12, consists of the set of interlinked operational issues, the
alternative positions hypothesized by the individual, and the supporting arguments organized
from the current awareness of self, the adversary, and the environment. The alternative positions

provide the building blocks of what the individual considers to be “justified true belief”

[2] Recognition-primed decisionmaking, as defined by Gary Klein, includes the internal mentally
ability of decisionmakers to rapidly project current events and their consequences forward in

time, based on recognized or familiar operational patterns. (Klein, 1999)
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regarding each operational issue. The relevance and strength of each alternative position is
governed by the weight and veracity of supporting arguments developed from current awareness.
As will be discussed in the next section, the relevance and strength of these alternative positions
might or might not support effective decisionmaking. That is, decisions are likely to be
formulated and committed to only when the individual has arrived at what is considered to be an

acceptable level of comfort regarding the state of understanding.

The structure presented in Figure 1-12 suggests that actionable knowledge involves an on-going
- process of organizing current awareness to test and refine alternative hypothesized positions

associated with a set of interlinked operational issues. Major General Russel Honoré refers to

this process and structure as the “running estimate” (Honoré, 2002):
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Figure 1-12. Internal Structure of Actionable Knowledge

“The concept of the operation establishes common understanding up to execution
time. Since the anticipated conditions of METT-TC [mission, enenty, terrain and
weather, troops and support, time, and civil considerations] never survive first
contact, the running estimate provides the medium for continual situation

understanding. The running estimate begins with mere situational awareness,

55



becomes knowledge with confirmation, and finally becomes understanding

when the commander realizes the effects of changing conditions and adapts.”

The proposed model of actionable knowledge fits very well with Honoré’s concept of the
running estimate. The set of operational issues provide the central organizing structure for this
estimate, while the associated positions and supporting arguments reflect the primary
contributions of expertise and current awareness that continually refine and update the estimate.
Referring back to the arguments of Dreyfus & Dreyfus, it is likely that the alternative positions
hypothesized for each issue will be based on the fine discrimination among thousands of special
cases available from the individual’s experience and expertise—at least for individuals operating
above an Advanced Beginner level. Supporting arguments, then, will take the form of empirical
evidence gleaned from current awareness. Such evidence will either add to or subtract from the
likelihood that a hypothesized case acceptably describes a specific aspect of the current or

projected situation.

Comparing the work of Giffin & Reid, Beach & Mitchell, Rasmussen, and others, it can be
concluded that knowledge creation works as both a bottom-up and top-down process of
synthesizing hypothesized positions with available empirical evidence. The top-down aspect of
this process is suggested in Figures 1-11 and 1-12 wherein empirical evidence is gleaned and
organized from current awareness to validate and refine a set of hypothesized positions to some
level of “justified true belief.” The bottom-up aspect of this process is illustrated in Figure 1-13
that depicts how the state of actionable knowledge can serve as motivation to either (a) develop
new, modified, or decomposed hypotheses to account for unexplained information or (b) seek

new information elements to further justify acceptance of a particular position.

As shown in Figure 1-13, several factors govern the requirement for new hypotheses or new
information elements. These factors are best represented in terms of Zack’s forms of knowledge
ignorance. That is, the basic goal of the individual is to develop an acceptable level of “justified
true belief” regarding the projected state of the battlespace and the actions (effects) that can be
taken to move the battlespace toward the desired end-state. This means that (a) the individual’s
experience should adequately explain or account for what is known from current awareness and

(b) current awareness should adequately justify acceptance of the positions (cases) hypothesized
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from experience. Maintaining this balance of understanding is an on-going process and can be

upset in several ways:
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Figure 1-13. Actionable Knowledge Generates the Requirement for New Hypotheses and New Information

« Complexity If the individual possesses more information from current awareness than
can be reasonably processed, the likely response will be to decompose the structure of

actionable knowledge into a finer set of operational issues. In this fashion, some of this

processing can be offloaded to others who are then given the task of developing

hypothesized positions that explain part of the available information. Hence, complexity

will likely lead to a further decomposition or elaboration of the operational issue

structure. If these issues can be successfully resolved, they might be recombined into the

original structure used for actionable knowledge.
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« Ambiguity. If the individual possesses information that exceeds their levels of expertise,
the likely response will be to consult with others who are thought to have more extensive
experience with that specific aspect of the operation. As with complexity, some of the
processing is offloaded to others who are then given the task of developing hypothesized
positions that explain part of the available information. In the case of ambiguity,
however, the individuals will likely retain the original set of operational issues as the
basic structure for actionable knowledge.

. Equivocality. Equivocality exists when the available evidence from current awareness
supports more than one position for each issue. At the level of the individual, one
possible response will be to seek additional information that can discriminate the relative
likelihood of the alternative positions. This process continues until one of the positions
emerges as the best “justified true belief” for the specific operational situation. However,
a different response might be to seek new hypotheses (or to modify existing hypotheses)
based on bringing some additional area of experience to bear on the problem. This ability
to look at existing information from different perspectives corresponds to both the
“problem framing” skills and “strategic reasoning” skills identified by Susan Fischerina
recent Army workshop on critical thinking. (Fischer, 2000)

. Uncertainty. Uncertainty reflects a lack of confidence in the level of information
supporting a given position. The likely response in this case will be to collect additional
elements of information relevant to the hypothesized position being examined. As in
some cases of equivocality, the individual is led to seek additional information—a
process that will continue until the individual believes that a “justified true belief” has
been obtained, or that the circumstances of the situation demand a decision. Unlike

equivocality, however, only a single hypothesized position is being tested and refined.

Consideration of these various dimensions of ignorance suggests that the actionable knowledge
process also involves étype of meta-knowledge. That is, the individual will rely upon experience
and expertise to indicate just how much complexity, ambiguity, equivocality, or uncertainty can
be tolerated in a given decisionmaking situation. When the nature and amount of actionable
knowledge ignorance in a specific operational situation exceeds the individual’s level of

tolerance, this will trigger the individual to initiate one of the responses described above.
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Threshold values for each of these conditions will be a matter of individual preference, thus

reflecting the degree of decisionmaking risk the individual is willing to tolerate.

Shared Actionable Knowledge—Building a Common Ground of Understanding

Moving to the level of C2 teams and organizations, one now must consider the concept of shared
actionable knowledge—that is, the common ground of understanding that allows individual
members of C2 teams and organizations to coordinate and synchronize their decisionmaking
processes. However, approaching the concept of shared knowledge in any form raises certain
epistemological questions regarding (2) the internal versus extemal nature of knowledge and (b)
whether knowledge can actually be communicated externally—like information—among
different individuals. The present project recognizes that research positions have been taken both
ways with regards to these two questions. Authors such as Keith Devlin take the position that
knowledge reflects an internal state of understanding within the individual, and that what is
exchanged during collaboration is merely information derived from the knowledge of one
individual that is passed to alter the knowledge state of another. The same idea seems to be
consistent with the notion of knowledge workers presented by Alison Kidd. By contrast,
however, the development IBIS-based collaboration systems and multi-perspective knowledge
bases by Falquet & Mottaz, Lee & Lai, and Conklin & Begeman seem to reflect the assumption

that external representation and sharing of knowledge is possible.

The present project takes both viewpoints into consideration by arguing that (a) tacit knowledge
and actionable knowledge are both primarily internal states of understanding of the individual
but that (b) it is possible to externally codify limited aspects of tacit knowledge and actionable
knowledge. In terms of modeling C2 teams and organizations, the present project takes the view
that shared actionable knowledge can be represented as a set of interlinked issues, alternative
positions, and supporting arguments that are commonly shared among members of a team or

organization that are collaborating in a specific community of interest.[3] However, the degree to

[3] Community of interest is defined here as a group of different functional expefts and/or

stakeholders that have come together to collaboratively frame and solve an operational problem
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which the members commonly share all elements of this actionable knowledge structure is

thought to be a function of the teamwork exhibited within the community of interest. The general

structure for shared actionable knowledge is presented in Figure 1-14.

Reflected around the periphery of this structure are the multiple perspectives held by the
different members of the community of interest. Similarly, participants in the community of
interest hold multiple states of awareness regarding self, different aspects of the adversary, and
different aspects of the environment. Functionally, the community of interest provides a forum in
which the participants can engage in what Karl Weick defines as collaborative debate. (Weick,
1995) Collaborative debate involves a process in which participants (a) post their respective
positions and supporting arguments within the forum, (b) debate the relevance and strength of
conflicting positions, (c) reconcile and accommodate different positions into a mutually

acceptable group position, and (d) expand or alter the individual knowledge states of other

participants.

of mutual intcrest and relevance. Most likely, the operational prohlem exhibits “wicked”

characteristics, as defined by Horst Rittel.
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Figure 1-14. Shared Actionable Knowledge

The goal of collaborative debate is for the group of participants to arrive at a mutually acceptable
“justified true belief” that addresses the goals, constraints, and means-ends considerations
relevant to each expert and/or stakeholder. If one of the participants—e.g., commander,
recognized best expert—possesses greater formal or informal authority than the others, then the
process of collaborative debate will likely be brought to a close when the ranking leader of the
group determines that all perspectives have been considered and decides which positions have
greatest relevance and importance. If the collaborative debate occurs among co-equals,—say,
representatives from different organizations or agencies—then final resolution of the competing
positions will likely depend upon their relative level of empirical support. Of course, a myriad of

variations to this process are possible.

While the structure presented in Figure 1-14 provides a basic model of shared actionable
knowledge for a C2 team or organization, the actual process is considerably complex and
influenced by not only cognitive factors but by social factors as well. In short, the quality or

robustness of the shared actionable knowledge produced within a community of interest will be
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influenced by a number of elements, including those identified by David Noble and John Kirzl in
recent research on team effectiveness (Noble & Kirzl, 2003): team setup and adjustment,
methods of group problem-solving, and methods of group task synchronization. These elements,
in turn, will be influenced by a number of factors, including interpersonal trust, the social
currency of each participant, and whether or not the group members possess the requisite variety

of experience needed for framing and solving the operational problem.

SUMMARY

In summary, this chapter has identified a number of concepts and ontologies from current bodies
of relevant research on knowledgé representation. The resulting synthesis of these concepts and
ontologies has produced an integrated model of shared actionable knowledge that can form the
basis for operational decisionmaking within a military C2 team or organization. The model
begins with the representation of tacit knowledge (experience and expertise) of the individual
and how this serves to organize the individual’s hypothesized positions regarding a set of
interlinked operational issues. Information elements available from the individual’s current
situation awareness are then used to test and refine these hypothesized positions to an acceptable
level of “justified true belief.” In turn, the state of actionable knowledge can be assessed in terms
of several meta-knowledge dimensions—complexity, ambiguity, equivocality, uncertainty—that
trigger different types of response, including the decomposition of issues, the development or
refinement of positions, and/or the collection of new information elements. Moving to the team
or organization level, the model addresses the need for collaborative debate among a group of
experts and stakeholders to debate and reconcile alternative positions regarding each issue, and
to develop a common groqnd of understanding that serves as the basis for coordinated
decisionmaking. In the process of collaborating, each individual is considered a knowledge

worker in the sense that their individual knowledge state is altered by the collaborative debate

process.
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CHAPTER 2: SENSEMAKING AND KNOWLEDGE MANAGEMENT
PROCESS MODEL

INTRODUCTION

Sensemaking and knowledge management are concepts frequently discussed in the management
science and organizational psychology literature. From a review and synthesis of this literature, it
is possible for one to gain a general sense of what issues these concepts address and how they
potentially relate to the decisionmaking performance of a military C2 team or organization. Yet,
a great deal of confusion still exists as to how each process might best be operationally defined,
analytically modeled, empirically tested, and critically assessed in terms of key constructs and
variables, process interactions and obstacles, performance dimensions and metrics, and objective
criteria for assessing the adequacy or sufficiency of outcome. In terms of usefully applying these
terms to understand the workings and effectiveness of military C2 teams and organizations, it

could be said that we are still at what Thomas Kuhn would describe as a preparadigmatic stage

of science. (Kuhn, 1975)

The OODA Loop Paradigm

In terms of Kuhn’s model of scientific progression, the advancement of research and analysis in
a particular area of study—say, the representation of human decisionmaking in military
combat—requires the common acceptance of a specific, organizing paradigm. Here, Kuhn
defines a paradigm as being “a collection of beliefs shared by scientists, a set of agreements
about how theories and problems should be understood.” While such a definition sounds
impressive and simple, its actual meaning is elusive and has generated no end of debate within
the scientific community. For the purpose of the present study, the term “paradigm” is illustrated

by the “Observe—Orient—Decide—Act” (OODA) loop example shown in Figure 2-1.
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Figure 2-1. OODA Loop Paradigm

As developed by John Boyd over a period extending from the 1970s until his death in 1997, the
concept of the OODA loop has had a profound impact on the study of decisionmaking within
both the military and the corporate world. (Boyd, 1987) In terms of an organizing paradigm for
the scientific study of military C2, the OODA loop provided several important elements of

guidance:

. It decomposed decisionmaking into a number of specific process elements that would be
the focus of attention in much of the C2 research that would follow;

. For each of these processes, Boyd’s general description dictated the types of variables of
primary interest;

« Overall, the model’s linkage of these elements in a loop suggested that military C2

should be viewed as a cyclical process; and

. The basic measure of decisionmaking performance is speed (success in combat is based

on acting inside of the adversary’s decisionmaking cycle).

As useful as this model was for helping analysts to think about military C2, the OODA loop

paradigm also led some researchers to distort or oversimplify decisionmaking process. For
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example, consider Boyd’s ori ginal model[4] of the OODA loop shown in Figure 2-2. In this
original conception, Boyd placed considerable emphasis on the Orient stage of C2, showing it to
be a complex interaction of genetic heritage, cultural tradition, previous experience, new
information, and analysis and synthesis. Decisionmaking was seen to involve both hypothesis
formulation followed by action that served to test each hypothesis. At the same time, the ori ginal

model contained multiple, cross-referencing feedback paths that served to reshape Observation

in terms of guidance provided by the other three stages.

Unfortunately, most attempts to apply the OODA loop paradigm in subsequent studies have
ignored the complexity of the Orient stage, and have assumed the process to be only forward
directed without any backward feedback loops. In extreme cases, the OODA loop paradigm has
been reduced to simply observation, followed by minimal or rote information processing, which
then leads to simple, rule-based tactical actions. Understandably, such distortions lead some
researchers and analysts to conclude that (1) simply collecting more information (observations)
will lead to better C2 decisionmaking; (2) decisionmaking performance is based solely on the
amount of information collected (often stated in terms of the degree to which “ground truth™ is
accurately porfrayed in the observations); and (3) the process of formulatiﬁg data into
information, information into knowledge, and knowledge into action is a one-way, bottom-up
cognitive or computational process. The complexity of the Orient stage alluded to by John Bovd
provides a focal point for the discussion that follows in this chapter. Specifically, if one intends
to model military C2 processes at the team or organizational level, then one must necessarily

focus on those elements that make up the complexity of the Orient stage in Boyd's model

[4] This slide is actually based on John Boyd’s last briefing, entitled “The Essence of Winning

and Loging,” developed in 1996, and contained in a collection of writings loosely referred to as

the “Green Book.”
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Figure 2-2. Boyd's Original Conceptualization of the OODA Loop

As noted by Kuhn, research paradigms represent an important aspect of any field of science
inasmuch as they provide the organizing framework around which to build, test, and refine
theories or models of a given process or phenomenon. (Kuhn, 1975) If researchers find that a
specific paradigm is no longer effectively supporting the advancement of understanding in a
given field, they will begin to look for competing paradigms that provide greater theoretic
potential. The transition from one paradigm to another is referred to by Kuhn as a “paradigm
shift’—a period of time in which researchers cease to practice normal science around the former
paradigm and move backwards to explore other paradigms on a first principles basis. Several
competing paradigms might emerge during this period—with eithe.r one of the new paradigms
eventually proving to offer greater explanatory utility or with several of the paradigms merging
into yet a newer and more powerful framework. Such appears to be the case with the OODA
loop paradigm—perhaps, not so much as John Boyd originally intended it, but as this model has
been applied in simplistic fashion to represent military C2 as a linear, industrial-age,

decisionmaking process.

The Search for a New Paradigm

Recent studies and writings within the military community have suggested the emergence ofa

new paradigm—network-centric operations—that suggests the need for a more comprehensive
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approach to the modeling and analysis of military C2 systems. The network-centric paradigm has
been useful in three respects. First, the paradigm has identified four domains relevant to the
functioning of military C2 systems: (1) the physical domain of the battlespace with its various
combat platforms and physical environment, (2) the information domain that involves various
sensors, information processing, and communication systems; (3) the cognitive domain of human
decisionmaking; and (4) the social domain of various actors and stakeholders within the C2
process. (cf., Alberts, Garstka & Stein, 1999; Alberts, et al, 2001) Second, the paradigm has

‘ suggested that these four domains interact with one another in important ways to influence the
overall functioning and effectiveness of C2 systems. Third, the paradigm has underscored the

importance of addressing all three domains in the analysis and assessment of military C2

systems.

As part of the network-centric literature, the concept of sensemaking receives prominent mention
as a sociocognitive process that must be better understood if one is to assess the contributions
and limitations of various components of force development—e.g., technology, training,
personnel, organization, and procedures. (cf., Leedom, 2002a; Leedom, 2002b) It should be
noted here that the concept of sensemaking is not unique to the military. Rather, it reﬂécts aline
of research that began nearly a decade ago within the corporate sector. (¢f. Weick, 1995; Weick
& Sutcliffe, 2001) As will be discussed later, the current literature on sensemaking suggests

important components to consider in the development of a new research paradigm for C2

modeling and analysis.

Useful Perspectives from the Management and Social Sciences

To guide our understanding of what must be represented in this model, the discussion examines
military C2 from three different perspectives in the research literature. The first perspective is
taken from current literature on organizational sensemaking. As useful as the sensemaking
literature is for helping one to understand the essential process by which a C2 team or
organization transforms information into actionable knowledge, several additional perspectives

must be considered. In this regard, the present study turns to research that has emerged from the

knowledge management literature.
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The second perspective can be loosely defined as the paradigms that have emerged out of the
western and eastern research literatures on knowledge management. The western literature
reflects an analytic way of thinking about knowledge management and uses the paradigm of a
marketplace to identify important aspects of knowledge management. The eastern literature
places its emphasis on knowledge creation and uses the paradigm of organizations as the
amplifier of individual knowledge. While these perspectives overlap in some areas, each of these
paradigms tend to focus on different aspects or dimensions of the military C2 proéess, and each
elevates different variables and factors in importance within the overall process. Taken together,
these two paradigms complement the sensemaking perspective in useful ways and offer (1)

additional insights for the C2 modeler and (2) specific performance metrics for the C2 analyst.

Finally, it is useful to examine C2 organizations from a roles and actors perspective. That is,
each layer within an organization is represented by different classes of actors who each fulfill
specific types of roles. Understanding the nature of these actors and their roles is useful for (1)
specifically modeling both linear and emergent processes within an overall C2 model and (2)
developing additional types of performance metrics. Together, these various perspectives
complement one another and provide the modeler with a comprehensive framework for
representing the essential ingredients of sensemaking and knowledge management within a

military C2 team or organization.

SENSEMAKING: THE CONSTRUCTION OF UNDERSTANDING

What does it mean for a military C2 team or headquarters organization to “make sense” of an
operational situation? Implicit in much of the past modeling work on C2 systems has been the
assumption that there exists a one-way, upward transformation of data into information,
information into knowledge or understanding, and knowledge into action. As noted in a previous
chapter, it is assumed by many technologists that suitable algorithms can be found and
generalized to provide for the automatic assemblage of data into meaningful objects, objects into
meaningful orders of battle, orders of battle into meaningful threats, and so forth. In response,
Ralph Giffin argues that this normal assumption of ascending linkage—based on naive
inductivism—is logically flawed and unworkable in most instances. (Giffin & Reid, 2003) So, if
sensemaking is not an automatic, bottom-up, fixed process of perception, then what does it
involve? To address this question in a modeling context, the current research considers four ideas
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that have emerged from the sensemaking literature: (1) the occasions for sensemaking, (2) the
basic knowledge structures of sensemaking, (3) the basic cognitive and social process elements

of sensemaking, and (4) the basic mechanisms of sensemaking failure.

Occasions for Sensemaking

A similar thread of reasoning is reflected in the literature on sensemaking. Specifically, itis
argued by Karl Weick that problems frequently arise with the processing, organization,
interpretation, and transformation of available data and information into actionable knowledge—

and that it is precisely these occasions that give rise to the need for sensemaking: (Weick, 1995)

« Information Overload. As available information increases in volume and variety beyond
the processing capacity of the team or organization, members must find expedient ways
of dealing with the resulting ambiguity, equivocality, and overload.

.  Complexity. As the number of diverse elements and interactions increase within the
operational problem space, team and organizational members must find ways of
simplifying and focusing their mental workload.

« Turbulence. As operational situations evolve over time, team and organizational members
must responsively identify important changes in the operational problem space so that

their resulting decisions and actions remain relevant to emerging mission goals and

constraints.

The failure of a military team or organization to effectively deal with each of these problems can
(and often does) lead to a collapse in decisionmaking reliability as members become
overwhelmed by information overload and situational complexity, or as they fail to adapt their
decisionmaking process to a new or novel operational situation. (Weick & Sutcliffe, 2001). The
collapse of decisionmaking reliability can be sudden—as in the case of the terrorist attack against
the World Trade Center—or can evolve over a period of time—as in the case of transitioning
from major combat to peace and stability operations in Operation Iraqi Freedom. In each case,
the team or organization suddenly finds that its previous decision rules, premises and
assumptions, and problem framework no longer support intelligent action. Thus, the team or
organization is forced to search its experience and expertise for ways of reframing the

operational problem, for redefining critical variables and issues, and for identifying new types of

72




relevant information. In reality, while certain situations such as the World Trade Center
dramatically attack highlight the need for sensemaking, sensemaking is more often performed on
a continuous basis as decisionmakers constantly test the validity of their assumed problem
frameworks, variables, rules, and information needs against the evolving nature of the
operational battlespace. To illustrate the many ways in which ambiguity or equivocality can arise
in the course of decisionmaking, Weick summarizes a number of areas previous identified by

McCaskey. (1982) These areas are paraphrased as follows:

« The nature of the problem has shifted from the known (e.g., simple problem) to the
unknown (e.g., wicked problem);

. The ability to effectively collect, interpret, and organize information becomes
problematic because of the volume of available information or the reliability of this
information;

. There exist multiple, conflicting interpretations of the available information as different
experts or stake holders each apply their unique perspectives and expertise;

. Functional experts and stakeholders differ in terms of the underlying values, political
goals, or emotional reactions; '

. Overall guidance and direction received from above does not set forth a clear and
consistent set of goals that address the present operational situation;

. Time and other resource constraints necessitate tradeoffs among competing goals and
operational requirements;

. The operational situation appears to present decisionmakers with a seemingly
inconsistent pattern of features, relationships, or demands;

. Various relevant players lack a clear and consistent assignment of roles and
responsibilities;

. Decisionmakers lack a clear and consistent set of success measures for judging
operational progress and adjusting future decisions and actions;

. Decisionmakers lack a clear understanding of cause-effect relationships,

. TFunctional experts and stakeholders employ symbols and metaphors to articulate their
perspective, but these symbols and metaphors are not consistently understood by others;

and



« Key decisionmakers, functional experts, and stakeholders change as a function of the

evolving operational situation.

In order to cope with information overload, complexity, and turbulence, humans rely upon their
past experience and expertise to mentally construct and impose meaning on their operational
environment. This tendency to construct reality—as opposed to merely searching in an
exhaustive manner for “ground truth”—lies at the heart of sensemaking, whether it is at the
individual, team, or organizational level. However, the degree to which constructed reality
corresponds to the physical reality of the battlespace varies generally as a function of the level of
abstraction being dealt with. At the level of physical objects—say, Rasmussen’s lowest level of
abstraction—constructed reality is likely to show a high degree of correspondence to physical
reality. For example, a pilot encountering a surface-to-air missile must deal with this physical
reality or risk being destroyed by that missile. Sensemaking at this lowest level of abstraction is
also likely to be highly structured by the laws of physics and rote procedures. Hence,
sensemaking at the lowest levels of abstraction can often be characterized as a simple process of
mental interpretation, rather than mental construction. At a moderate level of functional
abstraction—say, Rasmussen’s general function level—constructed reality might bear only some
resemblance to physical reality. Certain elements of thinking will be grounded in the physical
objects and events of the battlespace. However, each individual will adopt some type of
abstraction that helps him envision critical linkages between states, actions, and goals that are
unique to his decisionmaking responsibilities. For example, in the case of time-sensitive
targeting operations, military planners might agree on a specific sensor-shooter kill chain for
engaging such targets, but hold different interpretations as to what qualifies as a time-sensitive
target.[5] At the highest levels of abstract reasoning and decisionmaking, constructed reality is

likely to be uniquely defined by the individual perspectives of functional experts and

[5] In a draft (in publication) report on time-sensitive targeting operations in Operation Enduring
Freedom, it was reported that in-theater planners focused more on targets that posed an
immediate tactical threat to friendly troops, whereas planners at higher echelons of national

command authority focused more on targets that reflected an immediate political value.
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stakeholders. As noted by Donald Schén, this ability to abstractly conceptualize a problem space
is a characteristic of sensemaking at the professional—versus rote task—level of
decisionmaking. (Schén, 1983) For example, a maneuver brigade commander, a corps civil
affairs officer, a HUMINT intelligence analysts, and a humanitarian relief worker might each
look at a given village or other area of the battlespace from different functional perspectives—
each highlighting different mission goals, constraints, means-ends models, and so forth that are

unique to their experience and role responsibilities.

The fact that human decisionmakers routinely develop and operate out of a constructed reality
rather than physical—or “ground truth”’—reality provides great explanatory power for
understanding why/how some military C2 systems produce “good” operational decisions while
others produce “bad” operational decisions. A deci sion might flow in a very logical fashion from
a constructed understanding of a given situation; however, if that constructed understanding does -
not capture the essential features of the situation, then it is likely that the decision will be flawed
in some qualitative manner. Interestingly, in many cases, the decisionmaking team or
organization has access to all or most of the relevant information needed to make a sound
decision—yet, because the information was mi sinterpreted or disorganized by an inappropriate
problem framework, the decision process failed to produce intelligent action. One only needs to
look at incidents like the Columbia Shuttle disaster, the shoot down of the Iranian Airbus by the
USS Vincennes, or the Air Force’s shoot down of two Army Blackhawk helicopters over
Northern Iraq to illustrate this phenomenon. In each case, logical decisions were deduced from a
particular understanding of the situation: the problem was that the understanding was flawed, not

the logical deduction process.

Basic Knowledge Structures Employed in Sensemaking

The fact that decisions can be “good” or “bad” rather than merely “timely” or “untimely”
represents a radical departure from past C2 modeling efforts that have assumed that each C2
system node operates according to a fixed (and correct) set of decision rules. Rule-based
modeling approaches generally work well for representing decision behavior at a low level of
abstraction where the problem space is well-grounded in the physical reality of the battlespace—
e.g., simple target engagement decisions, tactical maneuver decisions. It is not surprising that
many modelers have elected to interpret Boyd’s OODA loop in this fashion since Boyd’s
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original thinking was based on his experience with air-to-air combat. However, the applicability
of rote, rule-based decision models for representing higher level operational decisionmaking is
problematic—simply because real-world decision behavior at this level is more highly abstracted

and influenced by the ways in which individual experts frame the problem space.

In order to represent higher levels of abstract thinking in the modeling of decision behavior, itis
important to consider what types of experience are brought to bear by military C2 teams and
organizations. In this regard, Karl Weick provides a useful discussion of what he calls “minimal
sensible structures” for sensemaking. (Weick, 1995) Several of these sensible structures are

summarized in Figure 2-3 and illustrated in terms of military C2.

As seen in Figure 2-3, Weick defines ideology as those sets of beliefs and values commonly
shared at the level of a society that serve to shape and bound decision behavior. While these
beliefs and values can be codified or written down, they are more frequently held as tacit
knowledge acquired over time. In terms of military operations, ideology is best reflected in
service and joint military doctrine—e.g., “parallel warfare,” “effects-based operations,” network-
centric warfare. As opposed to other, more specific forms of experiential or socially-constructed
knowledge, ideology is usually stated in broad conceptual terms that apply across many different
situations. At the same time, ideology often reflects beliefs that have strong emotional
attachments and are defended by intuition rather than rigorous logic or empirical evidence.
Finally, ideology is frequently expressed in abstract—rather than concrete or physical—terms;
hence, it is not uncommon for two individuals to interpret or apply ideology to specific instances
in different ways. Nevertheless, ideology can serve to keep the sensemaking process of a team or

organization bounded or constrained in specific ways.

Third-order controls derive their name from the work of Charles Perrow whose critical analysis
of organizations identified three forms of control: (1) first-order controls operate by direct
supervision, (2) second-order controls operate by programs and routines, and (3) third-order
controls operate by means of assumptions and definitions that are taken for granted within an
organization. (Perrow, 1986) Weick defines third-order controls as “premise controls” because
they reflect the premises that influence how team or organizational members diagnose situations

and make decisions. Significantly, unspoken premises tend to exert more influence in
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professional teams and organizations that deal with higher levels of abstraction, nonroutine
operations, and situations where decisionmaking depends more on expert judgment and problem
framing rather than rote computation. Premises are the stuff of professional development within
an organization and are reflected as general principles of expertise rather than as a specific set of
rules for one to follow in specific situations. In terms of military operations, this form of tacit
knowledge is acquired through years of military training and the individual’s development of
expertise in operational art. However, one aspect of premise control is seen to operate more
explicitly in the form of command intent and mission type orders. As these concepts have
developed over recent years, command intent and mission type orders reflect a set of guiding
principles and operational criteria—rather than a specific set of commanded actions—that
subordinates are expected to internalize and consistently apply in planning and executing

operations over an evolving military situation.

Paradigms are self-contained systems of belief that are commonly held by members of a
community of practice. Paradigms represent the functional perspective of each community of
expertise and, hence, are unique to that community. Weick considers paradigms the “vocabulary
of work” primarily because they represent the specialty language and mental constructs
employed by a community of practice to structure their work environment. Quoting Richard
Harvey Brown, “By paradigm, we refer to those sets of assumptions, usually implicit, about what
sorts of things make up the world, how they act, how they hang together, and how they may be
known.” (Brown, 1978) In terms of military operations, paradigms represent the specialized
knowledge and expertise acquired within specific service branches and military occupational
specialties—e.g., intelligence, logistics, tactical air-to-ground combat, civil affairs, mechanized
infantry, special operations, and so forth. When speaking of the need for collaboration among
different functional experts within a military C2 organization, the focus of collaborative
problem-solving and planning will often be on the synthesis or reconciliation of relevant

paradigms brought forth by different communities of practice.

Theories of action, unlike the previous structures already discussed, are more dynamic in nature
and are called forth from moment to moment to bring understanding to the current operational
situation. Theories of action correspond to the situational “patterns” that are dynamically

recognized by experts when they engage in naturalistic—or “recognition-primed”—
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decisionmaking. (Klein, 1998) Theories of action reflect a coping mechanism employed by
experts within teams and organizations to fit salient cues from the operational environment into a
sensible framework. They are considered a coping mechanism precisely because they provide
experts with a mental shortcut for simplifying complex situations, reducing the number of
situation elements that must be attended to, filling in “missing” pieces of relevant evidence, and
providing an immediate linkage between sensemaking and action-taking. Pattern recognition
works in both a top-down and bottom-up manner, and reflects a continuous trial-and-error
method of sensemaking. In a top-down fashion, experts will rely upon their repertoire of
experience to suggest possible explanatory frameworks for a given situation. At the same time,
incoming cues from the dperational environment will either be matched against these candidate
frameworks or serve to trigger other possible frameworks. As described by Gary Klein, this
dynamic sensemaking process can be characterized as a “data-frame” matching process. (Klein
et al, 2003) In terms of military operations, theories of action are reflected in the operational
experience acquired by individual staff officers and decisionmakers. In essence, the depth and
breadth of an individual’s repertoire of available theories of action reflect a key dimension of

that individual’s level of expertise. (Dreyfus & Dreyfus, 2002)
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Figure 2-3. Minimal Sensible Structures

In terms of modeling decision behavior, current research on naturalistic pattern matching
suggests consideration of two important properties of theories of action. First, the adoption of a
specific theory of action can have a powerful influence on situation monitoring and the search
for additional cues. That is, individuals general exhibit a strong tendency to cling to a given
theory of action until they are presented with significant evidence that is no longer reasonably
explained by that theory. Hence, they will tend to search the environment only for cues and
evidence that are consistent with the currently held theory of action. In terms of linking thought
to action in military operations, theories of action are reflected in rehearsed battle drills and staff
drills that automatically focus the attention and decision behavior of teams and organizations to
the accomplishment of specific responses that are deemed appropriate for a “recognized”
situation. The upside of this tendency is that it exploits the experience of experts to efficiently
reduce the complexity of the situation to a workable level. The downside of this tendency is that

it can mentally trap individuals, teams, and organizations into a particular problem mindset—
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thus causing them to improperly weigh different types of evidence and, perhaps, creating blind
spots to the emergence of novelty and important changes in the nature of the operational
situation. Second, theories of action are typically “triggered” by the awareness of specific cues.
Citing the earlier work of Paul Feltovich (Feltovich et al, 1984), Klein emphasizes the
importance of “anchors”—usually two or three salient cues that are uniquely associated with a
specific theory of action and that serve as powerful triggers for a specific framework. (Klein et
al, 2003) Given this role of anchors, they are seen in the present study to represent a significant
feature to be modeled. That is, the performance of a military C2 team or organization for
correctly recognizing and framing a given operational situation can be seen to be strongly

influenced by their ability to detect and recognize salient anchors from the environment.

Along with theories of action, stories reflect another form of experiential knowledge that is
dynamically aprlied to develop an understanding of the current situation. Unlike frames or
theories of action which are paradigmatic in nature, stories organize experience in narrative
form. Research on sensemaking suggests that stories reflect a natural way of thinking about
events and situations—of reshaping the unpredictable into the predictable, hence something that
is manageable. (¢f. Robinson, 1981; Orr, 1990) Storytelling in organizations is seen as a critical
ingredient to transferring knowledge and expertise in the information age. (Denning, 2001)
Stories also serve as an expedient method of communicating knowledge under time stress
because they (1) chronologically link what is understood about the present situation to projected
future events and states, (2) serve as mnemonics that enable others to quickly reconstruct earlier
complex events and apply standard representations to the current situation, and (3) allow
individuals to rapidly visualize a complete sequence of actions leading from the current situation
to some desired future state. In terms of military operations, story elements are reflected in
familiar tactics, courses of action, and operational strategies derived from either past military
history or current operational experience. Hence, the employment of familiar tactics, courses of
action, and operational strategy provide a team or organization with all of the mental efficiencies
associated with storytelling. Conversely, it is not surprising that military staffs experience
considerable difficulty in articulating or projecting the sequence and details of operations for
which they have no previous narrative experience—e.g., effects-based operations. Only with the

accumulation of experience and “tellable” stories in a given operational area comes expertise in

visualizing and articulating similar operations for the future.
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The last area of experiential or socially-constructed knowledge identified by Weick is referred to
as tradition. Tradition embodies recommended action images, know-how, procedures, scripts,
rules-of-thumb, and other heuristics that as passed down from one generation in a team or
organization to the next. They are passed down for the purpose of informing new members about
“better ways” of performing their deci sionmaking tasks. Typically, tradition deals with aspects of
roles and tasks that are not articulated in formal procedural manuals or other documents. Like
theories of action, tradition can have an upside and a downside. The upside of passing along
tradition is that (presumably) new members of a team or organization can benefit vicariously
from the experience of predecessors—thus, making their learning curve more steep as they
acclimate into their new role assignments. Within a military context, the effective passing along
of tradition can be important when the personnel assignment system results in a rapid turnover of
staff members. Methods of handing down such knowledge from one generation of staff officers
to the next include (1) the formal documentation of “lessons learned” from after action reviews,
(2) the development of unit “battle books” that provide a collection of local knowledge and
procedures, and (3) the overlap of assignments that afford the opportunity for one-on-one
mentoring. Without the passing of tradition, units and headquarters potentially face a period of
degraded staff performance as new members require time and experience to move up their
individual learning curves. On the other hand, the downside of passing along tradition is that
team and organizational decision responsibilities, problem spaces, and mission requirements can
change over time—perhaps to the point of making previous shortcuts and heuristics irrelevant or

inappropriate.

Basic Cognitive and Social Process Elements of Sensemaking

In addition to introducing the notion of minimal sensible structures for sensemaking, Weick also
summarizes four basic pfocesses that comprise the act of sensemaking by a team or organization.
In contrast to the simple “data-frame” matching process that Klein hypothesizes for individuals,
Weick’s four processes correspond more to the case where sensemaking is carried out by a team
or organization of many individuals that each bring different perspectives and areas of expertise
to bear. Since military C2 is rarely an individual activity, the present research focuses more on
Weick’s model. The four processes are summarized in Figure 2-4.
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As seen in Figure 2-4, sensemaking involves both belief-based and action-based processes.
Belief-based processes reflect the basic notion that sensemaking involves the creation and
shaping of situation understanding in the minds of the decisionmakers and their supporting
personnel. However, certain action-based processes are involved in this creation and shaping
process. That is, rather than being a diffuse mental activity, sensemaking tends to involve both

mental and social activity that is focused around the actions that people, teams, and organizations

take within the real world.

Beginning with positional arguing, sensemaking within a team or organization typically involves
various functional experts and/or stakeholders coming together within a community of interest to
(1) develop a shared understanding of the problem space and (2) produce decisions that will lead
to taking intelligent action within that problem space. These various experts and stakeholders
each hold different abstracted perspectives or positions regarding the problem space, based on
their individual experience and role responsibilities. Research on wicked—or undefined—
problems suggests that a major activity of the team or organization will be for the parties to
collaboratively engage in what Allison Kidd (Kidd, 1994) calls “knowledge work™—the
presentation of different operational views with the purpose of achieving a shared awareness and
appreciation of the specific goals, constraints, threats, and opportunities developed within each
perspective. Achieving this common ground of understanding involves the exchange of both
information and positions among the collaborating parties—a process referred to by Kjeld
Schmidt as “debative cooperation.” (Schmidt, 1991) Information is exchanged primanly to
increase the situation awareness of others in a bottom-up fashion, whereas positions are

exchanged primarily to expand or modify the hypotheses held by others in a top-down fashion.

Next, plausible expectation reflects an aspect of sensemaking wherein the key leaders of a team
or organization express there vision of an unfolding operational situation in the concrete form of
projected events or outcomes. The notion of plausible expectation embodies several key ideas.
First, expectations—like arguments—involve both bottom-up thinking (they reflect references to
concrete events or outcomes) and top-down thinking (they are shaped by the leader’s abstracted

vision of the operation). By articulating their abstracted vision of the operation in terms of
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concrete events and outcomes, leaders are able to communicate their understanding of the
situation to others in more meaningful and emotionally significant ways. In tumn, such
expressions are a powerful motivational mechanism for shaping and focusing the
decisionmaking behaviors of others within the team or organization. In a military C2 context,
this phenomenon can be easily observed in the shaping effect that a commander’s feedback
comments and questions can have on what the staff focuses its attention on during the next battle
rhythm cycle. Second, the word “plausible” suggests that real-world decisionmaking always
implies a degree of uncertainty about the current operational situation and the many possible
directions it can take in the future. The plausible nature of sensemaking outlined by Weick also
reflects the notion—discussed in more detail later in this chapter—that knowledge reflects
“justified true belief” rather than an understanding that is based on perfect awareness or ground

truth. (Nonaka & Takeuchi, 1995)

Movmg to action-based elements of sensemaking, behavioral commitment reinforces plausible
expectation as a mechanism that leaders use to further shape and focus the attention and thinking
of their supporting team and orgamzatlonal members. Individuals, teams, and organizations tend
to build meaning and understanding around those actions to which they are committed to. Prior
to commitment being expressed, all types of perceptions, experiences, and positions within the
team or organization are only loosely coupled to an evolving situation. Once a leader expresses
commitment to a course of action—usually in an explicit, public, and irrevocable manner—this
action serves to transform these various unorganized perceptions, experiences, and positions into
a more orderly and purposeful pattern. In a military C2 context, commitment is often formally
expressed in terms of “commander’s assessment,” “commander’s course of action approval,”
“command intent,” or the j)ublication of official operational plans and orders. In each case, the
commander is saying, “This is what I want to achieve, this is what I expect to happen, this is
what I have committed our organization to, and these are the aspects of the situation I want the

staff’s attention focused on.”

Finally, environmental manipulation reflects the fact that sensemaking is about more than just
passive perception of the world. Not only do people construct and hold abstract visions of their
world, they will also take action to conform the world to these constructed visions—i.e., a self-

fulfilling prophecy. Individuals, teams, and organizations construct or adopt abstract visions in
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order to simplify and clarify what they consider important in an operation. If they can take
preemptive actions to shape the world in conformity with those visions, such actions contribute
to their process of understanding. Preemptive shaping actions also demonstrate the close linkage
between belief and action: “If I can force the world to react or behave in a certain manner, this
will confirm that I have correctly understood what is relevant and important to my existence.” In
a military C2 context, environmental manipulation also serves to reduce uncertainty and risk. For
example, if a commander takes preemptive actions to foreclose certain options available to an
adversary, then the commander no longer has to expend sensemaking resources to monitor and
assess those areas of the battlespace. Similarly, if a commander directs certain overwhelming
actions be taken against an adversary, then it is more likely that he can impose his vision on the
battlespace and force the adversary to responds in predictable ways. In both cases, situation

understanding is increased by causing the adversary to behave in more predictable ways.
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